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About Mikrodev

O

Since 2006, MIKRODEV has been developing and manufacturing industrial control and
communication products. MIKRODEYV serves the system integrators in the public and private

sector, OEM and end users.

Our products are manufactured complying with the quality standards required by the
industrial automation industry and the quality of our products are proved on the field for many

years
MIKRODEYV is one of the few companies in the world that has its own designed IEC 61131 -3
compliant library for its programmable logic control devices. In addition, the open, flexible,

programmable SCADA solution developed by MIKRODEY is also available to cu stomers.

MIKRODEYV products' performance and wide range of applications make them possible for

customers to achieve faster, simplified and cost - effective results.
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WARNING!

\Y,

Use the programming editor only for Mikrodev Certifed devices

When you change your physical hardware configuration, update your development to the
appropriate version.

The developed program should be tested separately before taking to field service and should be
shipped to the field after the tests are successfully completed.

Take all accident prevention measures and safety measures identified by local law

A Failure to comply with these rules may result in death, serious injury or property damage
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1 ViewPLUS SCADA

¢KS GSNXY {/!5! A& Iy F0oNBGAIFIGAZ2Y F2NX¥SR FTNRBY (KS
L OljdzA aAGA2Yy de { /151 A& | O2bddeiNBritr@ ghd rhadi®ring systemA y G S 3 N.
that enables automatic control and supervision of all electramiits in a facility or plant, and reporting

of results. Essentially, SCADA software is expected to perform functions such as monitoring, control,

data acquisition, data recording, and storage.

SCADA systems can operate continuously, intermittently, repeatedly, or in discrete modes in industrial
processes, manufacturing, production, power generation, and refineries. Infrastructure operations may
include water treatment and pumping stations, wastger treatment, oil and gas pipelines, power
transmission and distribution, wind turbines, civil defense siren systems, and large communication
systems in both public and private sectors. SCADA systems may also be used in facilities like plant
buildings,airports, ships, and space stations. Monitoring and controlling access and energy consumption
may be necessary in heating and ventilation systems (HVAC). Due to the benefits, safety, and
convenience it provides, SCADA will continue to be one of the meshgal needs of industrial

facilities.

While developing the ViewPLUS SCADA software, stability, ease of use, and visual appeal were
prioritized. With ViewPLUS SCADA, all kinds of automation units in the field can be visually monitored,
controlled, and evaluated.

Extensive Visual Library

1 In addition to a broad visual library, it allows users to easily create their own SCADA components.
Redundant Working Mode

9 Data from the field is read and processed by both SCADA systems simultaneously
1 preventing data loss

1 Communication status tests (field devices or backup SCADA) can be performed.
Server/Client Architecture

1 Supports multiple workstations with assignable authority levels.

Tag Capacity Based on License

1 Number of alarms and trends can be defined according to the tag count.
Operating System Support:

1 Windows 7/8/10/11

1 Windows Server 2008/2012/2016/2019/2022

1 Linux (Debian)

I MacOSX.

Security

1 128 different access permissions for tags and pages

1 128 user group assignments, -d&grated security

I TLS/SSL communication protocols

1 salted SHA256 hashes instead of plain text passwords.

Data Transfer

1 Compatible with SQL for data import/export.

Alarm

/ ViewPLUS SCADRrogramming Manual



91 Define alarms for all tags, 256 different criticality levels, monitor active alarms and alarm history,
filter by date and importance, export to Excel, printer, or PDF.

Data Logging and Trend Monitoring

1 Logging for all tags, graphical display for trefedined tags, export to Excel, PDF, or printer.

Communication

1 Excellent connection with Mikrodev PLC, REMOTE 10, and Gateway products. Compatible with many
industry-standard protocols: MODBUS TCP, MODBUS RTU, DNP3, SNMP, IEC104, BACNET.

Database Support

1 PgSQL

1 ORACLE

1 SQLite.

1.1 ViewPLUS SCADA PC Requirements
For optimal performance of the ViewPLUS SCADA software, the required PC specifications are as
follows:

SCADA PC Requirements

Processor Intel(R) Xeon(R) CPU-E370 @ 2.40 GHz (8 core
Installed RAM 32.0GB

System Type 64-bit OS, x64hased processor

Storage 1TB SSD

Note: One important point is that the processor must have 8 cores; it does not necessarily need to be a
Xeon processor.

In addition to SCADA server requirements, the server must have a Static IP. To enable client connections
from devices outside the network, port forwarding must be configured for the default port 3344.

ViewPLUS SCADRrogramming Manual



1.2 Architecture

The ViewPLUS SCADA server connects to field devices via intranet or internet, enaklimg real
monitoring and control. Collected data is recorded in tag, event, and alarm databases. Using the
configured SCADA project, it allows remote users to monitdramtrol field devices via internet
connection to the server. While various configurations are possible depending on the designed
network and hardware topology, the basic architecture is as illustrated below.

\ /
Protokoller \ A /

Mocbus /
DNP3 @
ot e
S
BACNE
SOAP
Sunucu

Figure 1 SCADA Architecture
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2 SCADA Database

2.1 |Installing PostgreSQL 13

PostgreSQL is a powerful, opsource database management system. To install version 13 of
PostgreSQL, follow the steps below. This guide includes installation steps for Windows, macOS, and
Linux (Ubuntu) operating systems.

2.1.1 PostgreSQL 13 Installation for Windows
1 Visit the official PostgreSQL website altdvnloadversion 13 for Windows.
1 Run the downloaded installer and launch the setup wizard.

1 Follow the steps in the installation wizard:

{OFNGY /tA01 abSEG¢ (G2 o6S3IAYyOD

Installation Directory: Choose the directory for installation (default\iBi©gram Files?ostgreSQLL3).
Components: Select all components (PostgreSQL Server, pgAdmin 4, Stack Builder, etc.).
Data Directory: Choose a directory for data storage.

Password: Set a password for the PostgreSQL superuser (postgres).

Port: Default port number is 5432. Proceed without changing.

Locale Settings: Select the default locale settings.

I 2YLX SGA2yY /EA01 abSEGE IyR GKSYy aCAyAakKé (G2 02Y
1 After installation, verify success by connecting through pgAdmin 4 or command line.

2.1.2 PostgreSQL 13 Installation for macOS

Use Homebrew to install PostgreSQL 13 by executing the following commands in Terminal:
brew install postgresql@13

9 Start PostgreSQL services:

brew services start postgresgl@13

1 Verify installation using the command “psql postgres’. If connection is successful, the installation is
complete.

10 ViewPLUS SCADRrogramming Manual


https://www.enterprisedb.com/downloads/postgres-postgresql-downloads

2.1.3 PostgreSQL 13 Installation for Linux (Ubuntu)
1 Add the official PostgreSQL repository:

sudo shc 'echo "deb http://apt.postgresql.org/pub/repos/apt/ $(Isb_releasss)pgdg main” >
/etc/apt/sources.list.d/pgdg.list’

1 Add the APT key:

wget-qO- https://www.postgresgl.org/media/keys/ACCC4CF8.asc | sudekagtadd-
1 Update package list:

sudo aptget update

9 Install PostgreSQL 13:

sudo aptget install postgresel3

9 Start PostgreSQL service:

sudo systemctl start postgresq|

9 Verify installation by connecting to PostgreSQL.:

sudo-u postgres psq|l

2.1.4 PostgreSQL Configuration

After installation, you can configure the database by editing the configuration files. Main configuration
files include:

9 postgresql.conf: General PostgreSQL settings

1 pg_hba.conf: Hosbased authentication settings

These files are typically located in “/etc/postgresql/13/main/~ on Ubuntu or in the installation directory
on Windows/macOS.

1 ViewPLUS SCADRrogramming Manual
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2.2 Database Tables
ViewPLUS SCADA uses various database tables to manage, log, and report SCADA projects. For
PostgreSQL, tables are organized under the "public" and "logs" schemas.

2.2.1 Public Schema Tables

v & public
3. Collations
% Domains
(3 FTS Configurations
[}, FTS Dictionaries
Aa FTS Parsers

>

>

>

>

>

> FTS Templates
> [ Foreign Tables

> {7} Functions

> Materialized Views
> Procedures

>

».2 Sequences

v [ Tables (9)
> Falarms
~ alarmssubscriptions
= channels

project_stats

— tags
£ user_groups

“user_roles

>
>
>
> report_queries
>
>
>
>

users

Figure 2 Public Database Tables

1 Alarms:Contains alarm definitions created via the SCADA editor.
9 ChannelsContains connection information for field devices.

9 TagsUsed to define tag details in the system.

9 Users.List of authorized users for the project

12
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2.2.2 Logs Schema Tables

S

> 3] Collations

> & Domains

> [3FTS Configurations
> [l FTS Dictionaries

> AaFTS Parsers

> FTS Templates

> [ Foreign Tables

> {{z}Functions

> Materialized Views
> Procedures

>

».3 Sequences

v Tables (12)
> = aalm_table

> Falarm_log

> [ api_write_buffer
> Flevent_log

> lct_table

> Eitag_log

> FEitag_log_agrday

> [Fitag_log_agrhour
> tag_log_agrmonth
> tag_log_agrweek
>
>

=i tag_log_agryear

—tag_log_recent

Figure 3 Logs Database Tables

alarm_table:Stores reatime active alarm information.

alarm_log:Stores historical alarm data.

event_log:Contains user login, request, and event data.

Icd_table:Latest value and timestamp for system tags from field devices.
tag_log:Raw data collected from the field; this table can grow rapidly.
tag_log_agrhourHourly statistics for system tags, updated every minute.
tag_log_agrdayDaily statistics for system tags, updated every minute.
tag_log_agrweekWeekly statistics for system tags, updated every minute.

tag_log_agrmonthMonthly statistics for system tags, updated every minute.

=A =/ =2 =4 4 4 4 A -4 -

tag_log_agryearYearly statistics for system tags, updated every minute.

13 ViewPLUS SCADRrogramming Manual
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3 Creating a New Project

Follow the steps below to create a new project:

9 Click File > New File or Project > Mikrodev SCA Project.

1 Project Name and Location:

¥ Yeni

Bir sablon secin:

Tiim Sablonlar

Projeler [} Mikrodev SCA Project

Projeyi Ice Aktar
Dosyalar
Mikrodev

Genel

Bir SCA Projesi olusturur. Bir intro.sca
dosyasl olusturur.

Bu SCADA sisteminin ilk sayfasidir

Desteklenen Platformlar:

s

Figure 4 Creating a New Project

Enter the project name and select the location where it will be saved.

14
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[FMikrodev SCA Project

E> Konum
Veritabani Ayarlan
Garuandm Ayarlan
Ozet

1 Database Settings:

I'FTGSNI SydSNaAy3 GKS
LI 8a62NR® LT GKS t

download and install the required version.

<« WMikrodev SCA Project

Konum

E> Veritabani Ayarlan
Garandm Ayarlan
Ozet

X
Giris ve Proje Konumu
This wizard generates a Mikrodev SCA Project.
fsim: [test
Olusturma yeri: |C:\Users\mikrodev Goizat...
[ varsayian proje konumu olarak kullan
Next Cancel
Figure 5 Project Location
RFEaGFIoFas dzaSNYIFYS yR LI 4462
23GaANB{v[ RIGlIolrad Aa y20 Aya
X
O sQLite
® PostgresQL
O Oracle
Sunucu Ayarlan
Veritabani Adi |postgres |
SunucuAdresi |bca|hoat |
SunucuPortu [5432 |
Veritabani Kullanici Adi |postgres |
Veritabani Kullanic Sifresi | |
Baglantry! Test Et
You should install
PqSQL Database
PgsQLi indir
cance

Figure

15

6 Database Selection
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9 Visual Settings:

Adjust visual parameters such as screen color and default page size.

& [EMMikrodev SCA Project

Konum Varsaylan Ekran Boyutu
Veritabani Ayarian Genisit [1280 | Yikset [1024
E> GOrindm Ayarian
Ozet Arkaplan Rengi GOrunam
Renk Sec 1 Blok Numarasini Goster
i O etiket Adini Goster
Stirla

[ Tam Ekran Goster

Next Cancel
Figure 7 Visual Settings

9 Version Control Settings:

On the next page, if you plan to use the SVN version control tool, configure the necessary settings.

X
& [EMMikrodev SCA Project
Proje Yonetimi
Konum
Verttabani Ayartan Projeye altproje olarak ekle: |<None>
GOrundm Ayarlan
B> Ozet
Versiyon kontroline ekle: | <None= ~ | |Konfiglire Et...

Eklenecek dosyalar

C:\Users\mikrodevitest:

intro.sca
test.scapro
test.tef

s

Figure 8 Version Control
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1 Completing the Project:

/A0l G(KS GCAYA&KE odzitizy

-1 FAES AGK GKS SEGSyaAzy
does not require modification.
-l FAES YIEYSR GAYOUNR®aO!l ¢

W intro.sca - test - Mikrodev ViewPLUS

Dosya Dizenle Araclar Pencere Yardim

Projeler
~ test
& testscapro
¥ @ Sca

'm |j intro.sca

Projeler

—~

Etiket Kanal Editorii

SCADA Editorii

N\

Figure 9 Project Files

By following these steps, you can create a new SCADA project. After creating your project, you can make

i2 ONBIGS G(KS ySs LINR2$S

Gpall LINEE GKIFG ad2NBa

GKSNB @&2dz OFly RSaAdy (KS
> @ B X

adjustments and add components based on your SCADA system's needs.

17
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4 Scada Editor Interface

@ introsca - traiming_project - Mikrocies ViewPLUS - 8 x
Dosys Dzene Araglr Pencess Vardm

TR [ Deger
——
SagtaSiran o i
SuyfaTipi SkadaSeimesi ~
GeoGarinm (n]
‘Geoherkez 51.5,0,10
e -
GzetSayfaboyuty [
—
SafaViksekign 1

Adaplanesi €3

Sayfalkonu (<]

Kayrvamgie [

Erigim Haklan

< Buiding
1 oo oo
N Escastor 001
i LRt
T ————
UpDomnArrouhite 001

Figure 10 ViewPLUS SCADA Interface

4.1 Sidebar

The sidebar plays an important role in the SCADA Editor view. This panel is used to browse projects,
files, and add components.

18 ViewPLUS SCADRrogramming Manual
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Dosya Dizenle Araglar  Pencere  Yardim

hd training_project
0 training_project.scapro
™ Sca

Projeler

{2 ]

Etiket Kanal Editora;

Yeni Sekme
Ekleme

Sekme
Kapatma

Q |Fi\tre|emek icin nesne ad girin...

* Building
i Door_ 001
‘, Escalator 001
| Lift_o01
4 UpDownArrowBlack_001

W Flourescent_001

Fanel Sizleme/ [l Lighting_001

Sisterme ~ Buttons
@ ButtonAll_001
@ Buttonall 002 Arama Yapma
@ ButtonAll 003

&) ButtenAuto D01
@ ButtonBlue_001

M D, bhnnDls DO

UpDownArrowWhite_001

w

L

L~ Bulmak igin yazin (Ctrl+K)

Figure 11 Sidebar Features

1 Add New PaneOn the left side of the editor, panes allow you to control project files and
components. These provide useful tools for managing your projects and components.

1 Close PaneYou can close unused panes to make the workspace more efficient. This helps clean up
the workspace by hiding unnecessary panes.

1 SearchThe search box at the bottom of the sidebar allows you to search current project files, open
diagrams, etc. This is useful for quickly locating specific files in large projects.

1 Hide/Show PanelsA button at the bottomleft of the panel allows hiding or showing all panels,
providing flexibility in organizing the workspace.

Note: If the sidebar is closed, it can be reopened via the window menu using the "Show Sidebar" option.

19
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4.1.1 SCADA Components Pane

This section displays the list and categories of components to be used in SCADA projects.

SCADA Bilegenleri

@ Fireer

* Building

1 Door 001
‘ Escalator_001
W Lift_001

& UpDownArrowBlack_001
UpDownArrowWhite_001

W Flourescent_001
Il Lighting_001

“ Buttons

@ ButtonAll_001
@ ButtonAll_002
@ ButtonAll_003
&) ButtonAuto_001
@ ButtonBlue_001
[ ] ButtonBlue_002
Q ButtonBlue_003
@ ButtonGreen_001
[ ] ButtonGreen_002
] ButtonGreen_003
@ ButtonRed_001
@ ButtonRed_002
@ ButtonRed 003

© ButtonYellow_001
[ ] ButtonYellow_002
[ ] ButtonYellow_003

+ Displays

DisplayBars_001

Figure

12 SCADA Components Pane

1 CategoriesSCADA components are grouped under different categories, such as "Building",

"Buttons”, and "Lighting".

1 ComponentsEach category lists related components, which can be added to the project using drag

and-drop.

9 Filtering: You can use the search box at the top to filter components and quickly find what you're

looking for.

20
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4.1.2 Projects Pane
This section displays the existing SCADA projects and the files included in these projects.

Projeler > . & Hr X

v training_project
" training_project.scapro
¥ W Sca
| | intro.sca

Figure 13 Projects Pane |

91 Project ListDisplays a list of your current projects. Each project contains project files and pages.
1 Project FilesShows the files under the selected project, such as .scapro and .sca files.
1 File OperationsRightclick on project files to add a new file, delete, or edit existing files.

4.1.3 Open Diagrams Pane I
This section displays the currently open diagrams in your projects.

Ack Diagramlar

YeniScadal.sca
intro.sca

Figure 14 Open Diagrams Pane I

1 Open Diagrams List’ou can see which diagrams are currently open and quickly switch between
them.
9 Diagram ManagementYou can close open diagrams or perform operations on them.
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4.1.4 File System Pane
This section provides access to your computer's file system.

File System

training_project

components
D intro.sca
W0 training_project.scapro
| training_project.scapro.user
D training_project.tcf
D YeniScadal.sca

Figure 15 File System Pane
9 File and Folder AccesAccess files and folders on your computer and manage your project files.

4.2 Main Workspace
The main workspace is the area where you can design SCADA pages and place components.

Insert Format

Ao 2HO -

Standart

VFiIter:Sa','faAdl_I A DI EN

- W
< >

Figure 16 Main Workspace

1 Page EditingYou can add new components, move existing ones, and make edits.
9 Page ShortcutdJse the toolbar at the top to perform page editing actions (e.g., save, save as, auto
select last added item).

22 ViewPLUS SCADRrogramming Manual



4.2.1 Page Shortcuts

Shortcut tools provide essential features to help you use the SCADA editor more efficiently. Their
functions and usage are explained below.

nsert orma

Figure 17 Page Shortcuts

9 SaveClick this icon to save changes made to the project. This overwrites the current files and stores
all changes.

1 Save AsClick this icon to save changes as a new file, preserving the original files.

91 Pointer Mode:Click this icon to exit edit mode and enter pointer mode. This allows you to select
and move objects in the workspace.

1 Last Added Componen€lick this icon to quickly find the last added component on the page. This is
helpful for locating newly added items in large projects.

1 Change Label<lick this icon to change the label associations of components with similar label
structures on the page. This allows for quick updates of specific labels.

W Etiketleri Degistir ? X

Su anki editor sayfasinda ismi sununia basiayan tim nesne etiketlerini dedistir

su 6n eki | ‘

su Bn eke |

Ik 6n eke veya sonugtaki 6n eke sahip bir etiket yoksa
highirsey yapimayacaktr

Baglat iptal

Figure 18 Change Labels Screen

When performing automatic label changes, it is important that labels associated with similar components
have a similar structure.

Example for an energy analyzer page:

Cell HO1

HO1_FazL12Voltagelnfo

HO1 FazL1Currentinfo

HO1_FazL1Voltagelnfo

Cell HO2
HO02_FazL12Voltagelnfo
HO02_FazL1Currentinfo
HO2_Fazl 1Voltagelnfo

If HO1 page is to be adapted to HO2, select the "Change Label" shortcut.

Current PrefixEnter the variable part of labels currently on the page (e.g., HO1).
New Prefix: Enter the variable part of labels to be reassigned (e.g., HO2).

9 Clear Invalid Labelsthis option clears invalid labels from the page.

23 ViewPLUS SCADRrogramming Manual
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4.3 Page Properties Panel

This panel allows configuring various settings of the selected page.

iayfa Ozellkle: Iwm

Ozellik Deder
SayfaAd Page
SayfalD 0
SayfaSirasi 0 | 24
SayfaTipi SkadaSekmesi >
GeoGardndm ]
GeoMerkez [51.5,0,10

Baslangictallcekle | Yok
OzelSayfaBoyutu L]
SayfaGenigligi 250
SayfaViksekligi 150

Ak 4k

ArkaplanResmi

<
Sayfalkonu (%] |
Kayar Yazi Ekle |
Erigim Haklan

Figure 19 Page Properties Panel

1 Page NameSet or edit the name of the page.

=

using the left arrows in the opened dialog.

24

Page IDEach page has a unique, automatically assigned ID number.
 PageOrder5s SGSN¥YAYySa GKS 2NRSNI 27
topmost page acts as the homepage. Click the AZ icon in the "Page Order" section to reorder pages

LI 383

06AGK

WV Sayfa Sirasi

&
¥

PagelD: 000 > Sayfaid: Dosyafdr: C:/Users/mikrodev/training_project/intro.sca

PagelD: 001 > Sayfaidi YeniScadal.sca DosyaAdi: Ci/Users/mikrodev/training_project/YeniScadal.sca

Cancel

Figure 20 SCADA Pages Ordering
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1 Page TypeThere are 3 page types in SCADA software:

SCADA Tab: Visible in the left tab section of the Client screen.

SCADA Dialog: Poptype pages not visible in the left tab section.

SCADA Linked Page: Not in the tab section; opened via navigation from another page.

1 Geo Viewlf checked, the page will be used as a map page.
1 Geo CenterEnter the coordinates to focus on when the map page is opened.
9 Initial ScalingChoose the scaling type to apply when the page is opened.

Visible / Width / HeightControls how the SCADA page will be shown in the Client screen based on
width, height, or full visibility.

9 Custom Page Siz&nable this option to set custom dimensions for the SCADA page.
Page Width / Height: These become active when "Custom Page Size" is selected.

1 Background ImageAdd a background image to the SCADA page.

1 Page IconAssign an icon for SCADA Tab pages to display in the left sidebar.
9 Scrolling TextEnable this option to add scrolling text to the SCADA page.

1 Access RightRRestrict page visibility to users with assigned permissions.
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4.4 Layers Panel

Katman

& Yeni Katman

Aatman Yeri Katman

B
EEEREY] .. .. I

Figure 21 Creating a New Layer

You can create or delete layers on the Layers panel. By placing components on the created layers, you
can establish a hierarchical structure on the page. You can hide/show layers to more easily manage
complex designs. Another benefit of layers is the iti change their visibility depending on different
zoom levels.

9 Hide/Show LayersYou can hide or show layers you've added using the "Hide/Show Layer" option

26

from the rightclick menu.
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Katman Katmani Gizle/Goster I
¥ Veni | Katman Elemanlanni One Getir
Katman Elemanlanni Arkaya At
Katman Bilegenlerini Seg
Katman Ozellkleri
3 } Katman Veni Katman

Figure 22 Layer Properties

1 Change Component Order in a Layer:

™~

Katman

Katmani Gizle/Gaster

W Yenj -
Katman Elemanlann One Getir

Katman Elemanlanm Arkaya At

Katman Bilegenlerini Seg

Katman Ozellkleri

Figure 23 Changing the Order of Layers

You can change the order of the layers using the options "Bring Layer Components Forward" or "Send
Layer Components Back" from the righick menu

9 Hide/Show Layers Based on Zoom Level:

Katman

. Katrmam Gizle/Gaster
& Yen | -
Katman Elemanlanni One Getir
Katman Eleranlanm Arkaya At

Katman Bilegenlerini Seg

Katman Ozellkderi

Figure 24 Selecting Layer Properties
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You can hide or show defined layers on the page depending on the zoom level of the screen. This allows
you to show components with more detail at higher zoom levels and reduce clutter by showing fewer
components at lower zoom levels. To do this, first seleayer Properties” in the Layers Panel.

In the opened dialog, two fields indicate the zoom level parameters.

0 Katman Ozellkleri ? .

Katmani su zum skalasinda gérinir yap (1/100)

1k

S = ve -1
"1"by yédnde herhang bir limif yok demekdi
Omek olarak "300° ve ™1 degenler

katmann, skals 3 fen bayothen gordndr oscadiny ifade eder

Canca

The layer will be visible between the two zoom values entered here. If one of the values is4¢tto "
the layer will remain visible regardless of the zoom level in that direction. For example, setting values to
"300" and “1" means: "Show the layer whehe zoom level is higher than 3."
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Zoom less than 3:

Figure 26 Low Zoom

Zoom greater than 3:

Figure 27 High Zoom

As shown in the image, when the zoom level exceeds 3, the layer containing the buttons becomes
visible.
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4.5 Object Properties Panel
The Object Properties panel allows you to make detailed settings for the selected component.

4.5.1 Object Properties Tab

Nesne Ozellkleri Iﬂ@“@

Property Deder
nesneAdi Generator_002_0
objeTipi Generator_002
v geometri
X 250
Y 390

Genislik 203
Yikseklik 156
Rotasyon 0

Al e

v sabitler
Yazi X Ofseti |10
Yazi Y Ofseti |68
Yazi Icerigi  |%.3f

Alr| 4

Yazi Stilsay... |f0nt: 22px "Arial"; | - |8
Metin Geni... |203 :
v olaylar

Olay Tipi FareTusunaBasildi ~
Olay Aksiy... |ATA ~ | [ Require ack
Hedef Ola... |.2]|-1 | [+&
Sayfaya Git 2| Page ~ |® |0 Alarmlan Gés[] CloseThisWin
Run Functi... |

[] Baglanti Ekle
(Web)Link

baglanti adres

Figure 28 Component Parameters I Properties

9 Object NameA userdefined name to distinguish the component from others.
1 Geometry:Position, size, and rotation values of the component on the screen are defined as integer
{ Constants:

Sy

TextXOffset. ¥  a¢SEG ¢l 3¢ A& RSTFAYSR [yR a¢SEG /2yidSyi
horizontal offset for the displayed text.

¢ SE h¥FasSdy LT F a¢SEG ¢l 3¢ Aa R

5

offset for the displayed text.

TAYSR YR a¢$

(s}

¢SEG /2y0SydGyY LT I a¢SEG ¢l 3¢ Aa RSTFAYSR:E GKS F2N
component. The text must follow printf text formatting syntax.

Examples:

LYGS3ISNRY 2R h bmdptTh

Say @>mnR Th b M®pTTh
™ b

[ SFRAY3 &L O
[ SFRAY3I T SNRAY s2nmMnR

nnannnnmpPTTh
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9 Text Style SheetYou can define a stylesheet for the displayed text content to customize font, size,
and color.

1 Text Width: Specifies the maximum width of the text to be shown on the component.

 Events:

Event Type: Specifies under what condition the event is triggered.
Mouse Button Pressed: Triggered when the left mouse button is pressed.
Mouse Button Released: Triggered when the left mouse button is released.
Key Pressed: Triggered when a keyboard key is pressed.
Event Action: Function to be executed when the defined "Event Type" is triggered.
SETSets the value of the "Target Event Tag" to 1.
CLEAR: Sets the value of the "Target Event Tag" to O.
¢hDD[9Y [/ KIFIy3aSa GKS @I ftdzS 2iF THKMEP he NASGH 9@Syi

LOAD VALUE: If selected, rightking the component in the client software opens a dialog allowing
the user to manually change the "Target Event Tag" value.

Require Ack: If the event action is SET, CLEAR, or TOGGLE¢memonfirmation dialog is shown
before the value is changed.

GO TO PAGE: Navigates to the client screen defined under "Go to Page".
GO TO LINK: Opens the link defined under "Web Link" in the Web View area of the client screen.
Target Event Tag: Defines the tag affected by the selected "Event Action".

Go to Page: If the event action is "GO TO PAGE", the page defined here opens when the component is
clicked.

Show Alarms: When "GO TO PAGE" is selected, if there are active alarms on any tags within that page,
an exclamation mark icon appears on the component.

Run FunctionUsed to create a dynamic page structure. For more information, see the Dynamic Pages
section.

IRR [AY1Y 9ylotSa RSFAyAGA2Y 2F | 6806 tAy] o0& OKS

Web Link: If the event action is "GO TO LINK", the URL entered here will be opened in the Web View
area when the component is clicked.
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45.2 Tags Tab

Values of the selected tags in this panel constantly update the corresponding parameters based on real
time field data. These tags can also be used in macros. Each tag has predefined variable types: i, 0, s, w
(e.g.,i1,i2, 01, 02).

=)

L S
“tiketlel

Property Deder
~ ozellik etiketleri
Resim Index Etik...
Yaz Etiketi
X Konumu

Déndiirme Agisi
Metin Rengi

Maske Rengi

7]

£

)
*ol %o %o %o %o %o %[ %[ %[ %o
0

Maske Saydamlii
v ozel etiketler
Ozel Nitelik 1
Ozel Nitelik 2
Ozel Nitelik 3
Ozel Nitelik 4
Ozel Nitelik 5
Ozel Nitelik 6
Ozel Nitelik 7

R R R R R R R R R R R R R R R R

*ol %ol %] %% %%
e e e

Figure 29 Component Parameters T Tags
1 Property Tags:

Image Index Tag: Represents the currently displayed image index. The images and their corresponding
indices can be viewed in the "Images" section under the "Other" tab or modified via the Component
Manager.

Text Tag:The value of this tag is formatted using "Text Content" and displayed on the component.

X Position: Defines the horizontal screen coordinate of the component. The origin (0,0) is-thé top
corner. X increases to the right.

Y Position: Defines the vertical screen coordinate of the component. The origin (0,0) is-thé top
corner. Y increases downward.

Width: Width of the component.

Height: Height of the component.

Rotation Angle: Rotation angle of the component relative to tkaxis, in degrees.
Text Color: The color of the text shown on the component.*

Mask Color: The color of the mask applied to the component.*
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* Color values are defined as hex values in the format "#112233". These are converted into integers by
taking the hex part (e.g., 112233) and interpreting it as a decimal number. You can view sample hex
color codesere,or convert them using the tookre.

Mask Transparency: A value betweear2B5 is taken from this tag to define mask transparency.
1 Custom TagsYou can define 7 custom tags to be used in macros. Each tag supports:

i (in): Raw value read from the field.

o (out): The value to be displayed on the screen after macro processing.

S(set): The value that the user intends to set.

w (write): The final value to be written to the field device after macro processing.

i ---Macro---> 0, s--Macro---> w: > If no macro is applied: i=0,s=w

45.3 Other Tab

Nesne Ozellkleri Etiketler UL

Property Deder
v limtler

izin Verilen Araligi Ayarla

Degerler

ipucu
makro
~ resimler

Index: 0

" ___-/.
Index: 1 .

© _-/.
Index: 2

z y

Index: 3

e
Index: 4 .
L 4
Figure 30 Component Parameters I Other

9 Limits: Sets minimum and maximum values that users can assign to the "Target Event Tag" through
the client software.
9 Tooltip: The content shown when the user hovers the mouse over the component in the client.

1 Macro: The macro script for the component is written here. It uses predefined tags from the Tags
section.
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1 Images:Displays the images and their index values associated with this component. These can be
SRAGSR Ay (GKS G/ 2YLRYySydG alylFr3aSNE 2N ySg 2ySa Ol

Index0: The image corresponding to index value 0 from the Image Index Tag
Index 1:The image corresponding to index value 1 from the Image Index Tag
Index 2:The image corresponding to index value 2 from the Image Index Tag

Index 3:The image corresponding to index value 3 from the Image Index Tag

5 Tag and Channel Editor

Channels and tags are special definitions that enable the SCADA software to access data on field devices.
Channels contain protocol definitions and specific settings related to those protocols, which allow
communication with field devices. Tags, on theasthand, consist of address definitions for registers on
connected devices.

W training_project - Mikrodev ViewPLUS

Dosya Dizenle Araglar Pencere  Yardim

3=3 Q |Etiket 0 |[Esket ac |
SCADA Editoru | Geniglet/Daralt | |Kanal Adi |

.m [[o] Name

Projeler v -1 “ None
1 1

Etilcet Kanal Editoriil

Total Tag Count:0, Total Channel Count:0

w Malkralar Nndrola

Figure 31 General View of Tag and Channel Editor

In the opened dialog window, necessary configurations related to the new channel can be made.
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5.1 Channels

Channels can be created to define communication settings with field devices, or to establish virtual
channels such as macros or database queries.

To create a new channel:

1. Open the Tag and Channel Editor tab.
2. Rightclick on any existing channel.
3. Select New Channel from the menu.
wﬁ:f.s::- ||Etiket Ad |

| Genislet/Daralt | |/.E" al Ad |

% Yeni Etiket

¥ YeniKanal

B Kanalin Kopyasini Olugtur Ctrl+Shift+D

% Kanal Etiketlerini Giincelle
€3 Kanal Sil

Figure 32 Adding a New Channel

5.1.1 Modbus TCP Channel

To communicate with field devices using the Modbus TCP protocol, a new Modbus channel must be
ONBIFGiSR® Ly (KS ySg OKIyySt ONBlIGA2Y 6AYyR2¢6>X aSts

" Yeni Kanal ? X

Kanaladi | |

Istasyon | |

ProtokolTipi | MODBUS_TCP ~
oK Cancel

Figure 33 Modbus TCP Channel Definition
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5.1.1.1 Channel Parameters

Kullanimda

KanalAdi |m0dbus ‘
KanallD 3
Istasyon | \
Tanim | ‘
ProtokolTipi MODBUS_TCP
View Disconnected values as 0 |D ‘
SunuculP [127.00.1 Ping Testi | Sonug: ?
SunucuPorty [1080 |
Max Read Size 56 |
CevapZamanAsimi(ms) |6000 ‘
BaglantiZamanAsimi(ms) |SUUU ‘
CergeveZamanAgimi(ms) | 3000 ‘
\

Kanal Grubu |-1

) Kanal Verisini Kaydet (Ctrl+s)

Figure 34 Modbus Channel Parameters

9 View Disconnected values as Dhis option should be enabled (set to 1). If the connection with the
slave device is lost, this parameter ensures that the values of the related Modbus tags are displayed
as 0.

1 Server AddressEnter the IP address of the device to be used for Modbus TCP communication.

9 Server PortEnter the port number used by the device for Modbus TCP communication (default is
usually 502).

1 Response Timeouffhe time to wait for a response from the slave device after each Modbus query
(in milliseconds). If no response is received within this time, the query is retried.

1 Connection TimeoutThe time to wait after sending a connection request to the device before
retrying if the connection cannot be established (in milliseconds).

1 Frame TimeoutThe time to wait after receiving a response to a query before sending the next
guery (in milliseconds).
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5.1.1.2 Tag Parameters

Etiket

Kulanimda

— e | e

EtiketlD 3 4" Kanal Suna Degistir: 1 None v

Formula ‘Ja:as:r'p: formula Q|

Tanm ‘—\ brief description... | Anahtar Kelimeler ‘ |

Teghizat ‘—\ custom equipment name | FonkstyonKodu 0x3 Read Holding Register ~

Olgiilen Entiti ‘E.g. temp, pressure... | CihazAdresi ‘l |

Birim Adi ‘e.g. centigrade, psi... |

Konum ‘Lacatlcn coordinates |

Tag Type Standart Etiket v

Erisim Hakiar Degisken

okual. [  Ocdsien Adres o |

- 0 |
DediskenTipi 532 ~

Figure 35 Modbus Tag Parameters

1 Function CodeThe function code used to read or write the tag via Modbus (e.g., 03: Read Holding
Registers, 06: Write Single Register).

1 Device Address (Slave IO)he identifier number of the target slave device in the Modbus protocol.

1 Register AddressThe Modbus address of the variable to be read or written.

1 Data SizeThe size of the data at the specified address. This value is determined automatically based
on the selected data type.

1 Data TypeThe type of data at the specified address (e.g., Integer, Float, Boolean).

5.1.2 MQTT Client Channel

To communicate with field devices over a TCP/IP network using the MQTT protocol, a new MQTT Client
channel must be created.

W Mew Channel ? >

ChannelMame |mqtt |

Station | |

ProtocolType  |MQTT_CLIENT e

Cancel

Figure 36 MQTT Client Channel

Two different Payload formats are supported for communication via the MQTT driver.
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Selecting the Payload Format

The payload format determines the structure of MQTT messages and how data is configured and
transmitted.

1 Payload Format: 0

Compatible with Mikrodev devices. Uses a simple structure containing the value of a single variable.
Structure: { "deger3": 14.0000 }

deger3:The variable name defined in the MQTT tag. Represents the line tag defined in the PLC project.
Preferred in applications where only a single data field is sent.

1 Payload Format: 1

This format supports multiple devices and multiple variables.

Structure: { "124": { "test_deger": {"V": 15.0000 } } }

124:Device ID used in MQTT communication.

test_deger:The name of the variable.

V: Field that carries the actual value (e.g., “Walue).

This structure is especially useful in laggale projects for distinguishing data by device.
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5.1.2.1 MQTT Channel Parameters

“HANNEL
Enabled ..

ChannelName |mqtt |

ChannellD 4

Station | |

Descripton | |

ProtocolType MQTT_CLIENT

Payload Format |0 |

ServerlP |12?.0.0.1 Ping Test | Result: ?

ServerPort 1080

UserName |

Clientld

Password

WilQos

WilRetain
WilTopic
Certpath |

|
|
WilMessage |
|
|
|

Listen Port [1081

Clean Session | 115200

Socket Type Unencrypted ~

KeepAlve |6000 |

) save Channel Data (Ctrl+s)

Figure 37 MQTT Channel Parameters
The following settings are used to connect to the MQTT broker:
Server IPIP address of the MQTT broker.
Server PortThe port number the broker listens on (e.g., 1883).
Username:Enter the username if authenticated connection is required.
Client ID:The client ID to be used when connecting to the broker.
PasswordPassword for the given username.
Will MessageThe message the broker publishes if the connection is lost.
Will QoS:Quality of Service level for the Will message (0, 1, 2).
Will Retain:Whether the Will message should be retained by the broker (true/false).
Will Topic:The MQTT topic to which the Will message is published.
Cer Pathfull path of the certificate file if a TLS encrypted connection is used.
Listen Port:The port on which the MQTT client listens for data. For example: 1081.

Clean Sessiorirue/false. If true, previous session data is cleared upon session termination.
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Socket TypeConnection type; Unencrypted or SSL/TLS.

Keep AliveThe interval to send keealive packets to maintain the connection (in milliseconds). For
example: 6000.

5.1.2.2 Tag Definitions

Etiket

Kullanmda

et | i

EtiketD 27 @ Kanah Suna Dedistir: 4 None v

Formula ‘Ja' ascript formula |

Tanim ‘A brief description. .. | Anahtar Kelimeler ‘ |

Techizat ‘A custom equipment name |

Oletilen Entit ‘E.g. temp, pressure... | Topic ‘ 1 |

Birim Adi ‘E.g. centigrade, psi... |

Konum ‘Locatlc-n coordinates |

Sub/Pub Subscribe ~

Erisim Haklar Dedisken

e[| N << £ |

DedjiskenTipi 532 ~

Figure 38 MQTT Tag Definitions
Device (Device IDEnter the unique ID number of the device.

9 This field can be left blank.
1 Itis mandatory if Payload Format 1 is used.

Topic:The topic name used to send or receive data on the MQTT broker.
1 Different topics can be defined for each variable or device.
Sub/Pub:Select whether the channel will perform Publish, Subscribe, or both.

i Subscribe; Receives data
9 Publish¢ Sends data
9 Sub/ Pulx; Both sends and receives

Variable NameEnter the variable name.

9 This name must exactly match the line tag name in the PLC project.
1 Data matching in MQTT messages is done using this name.

Variable TypeSelect the variable type here.
1 Supported types include s32, u32, s16, ul6, s64, ué4, bool, dbl, and all inverse types.

VarSizeThe variable size is automatically assigned by the SCADA software based on the selected type.

40 ViewPLUS SCADRrogranming Manual



Mi(RODEV"

Sl bow S _od

1 No manual input is required from the user.

5.1.3 Macro Channel

The Macro Channel is used to create virtual tags and perform dit@dperations for calculations or
logical checks on these tags.

" Yeni Kanal ? X

KanalAdi | |

Istasyon | |

ProtokolTipi | MACRO v
0K Cancel

Figure 39 Macro Channel Definition

5.1.3.1 Channel Parameters

KANAL

Kulanimda =
Kanaladi |makro ‘
KanallD 6

Istasyon | \
Tanim | ‘
ProtokolTipi MACRO

CergeveZamanAsimi(ms) |3000 ‘

Kanal Verisini Kaydet (Cri+s)

Figure 40 Macro Channel Parameters

1 Frame TimeoutThe time interval that determines how frequently the macro channel is executed. It
is defined in milliseconds (e.g., 1000 = executed every 1 second).

5.1.3.2 Tag Parameters

KANAL

Kulanimda ® |-
Kanaladi |makro ‘
KanallD 6

Istasyon | \
Tanm | ‘
ProtokolTipi MACRO

GerceveZamanAgimi(ms) |3000 ‘

[ Kanal Verisini Kaydet (Ctrl+s)

Figure 41 Macro Writing Screen

Virtual variables used in macros can be defined from vO to v199. A total of 200 virtual variables are
supported.
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Tag sources:
Real Tags: Called using the actual tag ID, such as $1234.

Constant Values: Direct constants like 234, 12.5 can be used as integers or decimals.

5.1.3.3 Macro Commands

ald ey
-+
£
/
%
&
|
?
A
>
<
e
b
k
n

Figure 42 Macro Commands
The operators usable within the macro channel are as follows:

+: Addition

-: Subtraction

*: Multiplication

/: Division
%:Modulus

&: Logical AND

|: Logical OR

A: Logical XOR

>: Greater than
<:Less than

e: Equals

: Not equal

: Greater than or equal
: Less than or equal

= =4 =4 4 —f - -8 -8 A -8 a8 o8 A

X O S

N
\©)
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1 ?:Special operation operator

5.1.3.4 Example Usages

Arithmetic Operation Example

[VO=$1234*2]

Explanation: The value of the tag with ID $1234 is multiplied by 2 and written into variable vO.

Usage of Special ? Operator

Syntax Explanation
[ vO = 1234 ? C|Gets RX counter value of tag 1234
[ vO = 1234 ? 1|Gets read time of tag 1234

[vO=123472

Checks communication status (0 or 1)

[vO=12347?¢

Checks if the value is valid

[vVO=v0?20]

Converts v0 to epoch time (in seconds)

[vi=v0?21]

Extracts year from vO

[v2=v0?22]

Extracts month from vO

[v3=Vv0?23]

Extracts day from vO

[vA=Vv0?24]

Extracts hour from vO

[vB=v0?25]

Extracts minute from vO

[v6=Vv0?26]

Extracts second from vO

Condition Control Commands

1
[IF,v0,2]
[vl=555]

[E]

Explanation: If vO equals 1, the next line (v1 = 555) is executed. Otherwise, it skips down by the

[IF]¢ Condition Validation

parameter 2 and ends at [E].
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1 [NI] ¢ Negative Condition (NOT IF)
[NI,vO0,2]

[vl=555]

[E]

Explanation: If vO equals 0, the next line (vl = 555) is executed. Otherwise, it skips down by 2 lines and
exits with [E].

Macro Termination
Each macro must be ended with the [E] command. This indicates the completion of the macro cycle.
Note: Macro language is linbased; each operation should be written on a single line.

Note: Tag IDs are written with the $ symbol, while constant IDs are used directly in ? operations (e.g.,
1234).
5.1.4 IEC104 Channel

To communicate with field devices over the TCP/IP network using the IEGCBA8AQIEC 104)
protocol, you need to create a new IEC 104 channel.

" Yeni Kanal ? X

KanalAdi |iec104| |

Istasyon | |

ProtokolTipi IEC104 v

s
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5.1.4.1 Channel Parameters

Kullanimda

Kanaladi [lecr04 |
KanallD 4

Istasyon | \
Tanim | \
ProtokolTipi IEC104

Varsaylan Asdu Addresi |1 ‘

SunuculP [127.0.0.1 Ping Testi | Sonug: ?

SunucuPortu [2404

w [12
T1(secs) [15
T2(secs) [10
T3(secs) [20

General Interrogation(secs) |60

Clock Syncronisation(secs) |300

|
|
|
K ls |
|
|
|
|
|

Timezone GMT [o

) Kanal Verisini Kaydet (Ctri+s)

Figure 44 IEC 104 Channel Parameters

1 W (Window Size Send Acknowledgement Triggefhis parameter defines after how many data
frames an ACK (acknowledgement) message will be sent. An ACK is sent after sending W number of
data frames.

1 K (Acknowledgement Window Sizellhe maximum number of packets that can be sent without
receiving an ACK. If this number is exceeded, the connection may break or need o be re
established.

1 T1 (Acknowledgement Timeoutlhe maximum time to wait for an ACK after an ASDU is sent.

1 T2 (Passive ACK Timeouf)no new data is sent, an ACK is automatically sent to the other party
after this time.

1 T3 (Test Frame Timeout)lsed to verify whether the connection is still alive. A test frame is sent at
regular intervals based on this parameter.

1 General Interrogation (Gl)¥requency of sending the General Interrogation command. This
command retrieves all available data again (in seconds).

1 Clock Synchronisation (C$xequency of sending the Clock Synchronisation (CS) command to
synchronize system time (in seconds).

1 Timezone GMTThe time zone of the server running the SCADA system in GMT. Time
synchronizations are adjusted based on this value.
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5.1.4.2 Tag Parameters

Etiket
Kulanimda
EtketAd: [ethet2 | Kanalra:
EtiketlD 4 4" Kanal Suna Dedistir: # None v
Formula | Javascript formula ‘
Tanim |A brief description... ‘ Anahtar Kelimeler | ‘
Techizat |A custom equipment name ‘
Olgilen Entiti |e.g. temp, pressure... ‘ Asdu Addresi |1 ‘
Birim Adi |e.g. centigrade, psi... ‘
Konum |anat|Dn coordinates ‘
Nesne Tipi double-point (Type=3)
Erisim Hakiar Defjisken
ouns ... I eobres D
vana .. N Vs E
DediskenTipi 532

Figure 45 IEC 104 Tag Parameters

1 ASDU Addressthe Application Service Data Unit (ASDU) address to which the tag belongs. This
address is used to define data groups in the IEC 104 system.
1 Object TypeSpecifies the IEC 104 object type of the data to be read or written. For example: Single

point information, Measured value, etc.

1 InfoObject AddressThe information object address of the defined tag. SCADA uses this address to

perform read and write operations.

5.1.5 DNP3 Channel
A new DNP3 Channel must be created to communicate with field devices over a TCP/IP network using

the DNP3 (Distributed Network Protocol).

46

U Mew Channel

ChannelMame |dr1|:|3

Station |

ProtocolType |DMP3

Cancel

Figure 46 Defining the DNP3 Channel
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5.1.5.1 Channel Parameters

HANNEL

Enabled »

ChannelName |dnp3 |
ChannellD 3

Station | |
Description | |
ProtocolType DNP3

Default Slave Address | 1 |
ServerlP |12?.0.0.1 Ping Test | Result: ?
ServerPort [20000

Request Timeout (ms) [15000

Master Address |3

Integrity Pol Interval (secs) | 30

Clock Syncronisation (secs) |300

|
|
|
Class 1,2,3 Pol Interval (secs) |60 |
|
|
|

Timezone GMT |O
DNP3 Options

[ Issue Integrity Pol On Restart
[ 1ssue Integrity Pol On Slave Online
[ Issue Integrity Pol On Buffer OverFlow

Unsolicited

Unsolicted Mode Class 1 Disable ~
Unsolicited Mode Class 2 Disable ~
Unsolicited Mode Class 3 Disable v
Advanced

Operate Mode Direct >
Feedback Poll After Operate Enable ~

) save Channel Data (Ctri+s)

Figure 47 DNP3 Channel Parameters

9 Default Slave IDThe default slave address used in requests sent to slave devices (DNP3 Slave ID).
Each device should have a unigue address.

91 Server IPThe IP address of the slave device for DNP3 communication. The connection is made to
this address over TCP/IP.

1 Server PortThe TCP port used for the DNP3 protocol. The default port number is 20000.

1 Request TimeoutThe maximum time (in milliseconds) the SCADA system will wait for a response
from the slave device after sending a request. If no response is received within this time, the request
is considered to have timed out.

1 Master AddressThe DNP3 Master ID of the SCADA system. Slave devices use this address to
identify incoming requests. It must be unique within the system.

1 Class 1/2/3 Polling IntervalSpecifies polling intervals for DNP3 data classes. These queries allow
periodic collection of everdbased data (in seconds).

Class 1High priority data (e.g., alarms, fault conditions)
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Class 2Medium priority data

Class 3Low priority data

1 Time SynchronizationFrequency of sending time information from SCADA to slave devices to
prevent clock drift (in seconds).

1 Integrity Polling IntervalThe frequency with which SCADA queries the complete dataset from slave
devices, even if no events occur (in seconds).

9 Clock Synchronization (Che frequency with which the SCADA system sends a CS command to
synchronize device clocks at the protocol level. This adds an extra layer of security beyond standard
time sync.

1 Timezone GMTThe time zone of the computer running the SCADA system, in GMT. This is used as a
reference during time synchronization.

1 DNP3 Options:

Issue Integrity Poll on Restar?When the SCADA system restarts, it automatically initiates an
integrity poll to retrieve all data.

Issue Integrity Poll on Slave Onliné/hen a slave device comes online, an integrity poll is
automatically performed.

Issue Integrity Poll on Buffer Overflowf the slave device's buffer overflows, the system initiates an
integrity poll to prevent data loss.

Unsolicited:

Unsolicited Mode Class Indicates whether the slave device is allowed to send Class 1 (high
priority) data to SCADA unsolicited.

Unsolicited Mode Class Zllows the slave device to send Class 2 (medium priority) data to
SCADA unsolicited.

Unsolicited Mode Class Zllows the slave device to send Class 3 (low priority) data to SCADA
unsolicited.

This mode supports eveiltased data transmission and can reduce polling frequency while
accelerating data delivery.

Advanced:

Operate Mode:Specifies how commands are sent:

Direct: The command is executed immediately.

Select Before Operate: The command is first confirmed with a "select” step before sending the
"operate” command. Recommended for security.

Feedback Poll After Operaté: F G SNJ 'y b2LISNI G§Sh O2YYlIyR>X (KS
gueried again to verify successful execution.
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5.1.5.2 Tag Parameters

To define data tags to be used in the SCADA system via DNP3 protocol, the following parameters must

be configured:

1 DNP3 Object TypeSpecifies the type of data represented by the tag. One of the following types,

Tag
Enabled
TagName |et'\ket1 | ChannelName
TagID 26 " set Channel To: “# None v
Formula |Ja'-,-‘as-:ri|:: formula |
Description |—\ brief description... | Keywords ‘ |
Equipment |—\ custom equipment name |
Measured Entity |E.g|. temp, pressure... |
Unit Name |E.g. centigrade, psi... |
Location |Lc-:a:icn coordinates |
DNP3 Object Type analog output ~
Access Rights Variable
oo N O D
VariableType FLT

Figure 48 DNP3 Tag Parameters

compliant with the DNP3 standard, should be selected:

Object Type

Explanation

Binary Input

Digital input (e.g., switch open/closed, alarm state). Realy.

Binary Output

Digital output (e.g., relay trigger). Writable.

Control Relay

S5AIAGET 2dziLidzi F2NJ O2y(NRBEf O2YYLl Yy

Analog Input

Analog input data (e.g., temperature, pressure). Realy.

Analog Output

Analog output value (e.g., adjustable voltage/current). Writable.

Control Analog 32

32-bit analog control command.

Control Analog 16

16-bit analog control command.

Control Analog Flog

Analog control command with floatirgoint (float) data type.
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9 Object AddressThe address (index) where the data resides in the DNP3 protocol. SCADA uses this
address to read from or write to the device.

5.1.6 Global Database Channel

The Global Database Channel is used to connect to databases running on external systems outside of
SCADA, and to transfer specific query results from those databases to SCADA project tags. This channel
enables flexible data exchange by allowing accessrtmte databases like PostgreSQISQLiteinstead

2T GKS {/!51 Qa t20Ft RIFIGlFIolaSo

7 Yeni Kanal ? *

Kanalad | |

istasyon | |

ProtokolTipi | GLOBALDATABASE ~
0K Cancel

Figure 49 Defining the Global Database Channel

5.1.6.1 Channel Parameters

Kullanimda i

TNS Adi [
CevapZamanAgimi(ms) |6000

Kanaladi |Global_database |
KanallD 8
Istasyon | \
Tanim | ‘
ProtokolTipi GLOBALDATABASE
VeritabaniTipi SQLite ~
SunuculP | Ping Testi | Sonug: ?
SunucuPortu [1080 \
Veritabaniadi | ‘
DatabaselserName | ‘
DatabasePassword | \
|
|

I Kanal Verisini Kaydet (Ctrl+s)

Figure 50 Global Database Channel Parameters

Database TypeThe type of the database to connect (e.g., PostgreSQL, MySQL, etc.)

Server IPIP address of the database server

Server PortPort number of the database server

Database NamelName of the target database to connect

Database UsernamdJsername for accessing the database

Database Password?assword for accessing the database

Response TimeouiTimeout duration in milliseconds to wait for a query response if none is
NEOSAGSRd® C2NJ SEFYLIX SY mnnnn ™ mn aS02yRaod

= =4 =4 4 -4 -4 4
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5.1.6.2 Tag Parameters

Sorgu

Figure 51 Global Database Tag Parameters

Database queries are written in the macro section of the channel. The obtained query results can be
directly written to project tags.

5.1.6.3 Example Database Query:

WITH

t1 AS (

SELECT data_value FROM logs.tag_log WHERE tag_id=19 AND data_value IS NOT NULL ORDER BY
logtime DESC LIMIT 1),

t2 AS (

SELECT data_value FROM logs.tag_log WHERE tag_id=20 AND data_value IS NOT NULL ORDER BY
logtime DESC LIMIT 1),

t3 AS (

SELECT data_value FROM logs.tag_log WHERE tag_id=29 AND data_value IS NOT NULL ORDER BY
logtime DESC LIMIT 1),

t4 AS (

SELECT data_value FROM logs.tag_log WHERE tag_id=26 AND data_value IS NOT NULL ORDER BY
logtime DESC LIMIT 1)
SELECT tl.data_vald8 datal, t2.data_value AS data2, t3.data_value AS data3, t4.data_value AS data4
FROM 11, t2, t3, t4;

{${32}, ${33}, ${34}, ${35}}:
Explanation:

1 The latest database values of tags with tag_id 19, 20, 29, and 26 are fetched.

1 These values are then transferred to SCADA tags with IDs 32, 33, 34, and 35 respectively.

1 Using the :{${...}}: syntax, the columns returned from the query are sequentially mapped to SCADA
tags.
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5.1.7 Database Channel

The Database Channel is a type of channel used in the SCADA system to execute SQL queries on its own
database in order to query specific tag or record information. This channel is especially suitable for
historical data analysis or operations with speaifinditions.

" Yeni Kanal ? X

KanalAdi | |

Istasyon | |

ProtokolTipi | DATABASE ~
oK Cancel

Figure 52 Defining the Database Channel

5.1.7.1 Channel Parameters

Kullanmda * .
Kanaladi ‘database ‘
KanallD 7
istasyon ‘
Tanim ‘ ‘
ProtokolMipi DATABASE

Ping Testi Sonug: ?
CevapZamanAsimi(ms) ‘ 6000

) Kanal Verisini Kaydet (Ctri+s)

Figure 53 Database Channel Parameters

1 Response Timeouffhe timeout value defines how long the system should wait if no response is
received from the database query. This value is in milliseconds. For example: a value of 10000
means the system will wait 10 seconds for a response. If no response is recetviedid time,
the connection is terminated and considered an error.
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5.1.7.2 Tag Parameters

Sorgu

Figure 54 SQL Query Input Screen

SQL queries are defined in the macro section of the channel. Direct access is provided to the internal
database of the SCADA system.

Note: The query must return only a single value. Queries that return multiple rows or columns are
considered invalid.

5.1.7.3 Example Queries

9 Last value of a specific tag:
SELECT data_value FROM logs.tag log WHERE tag_id=1 ORDER BY logtime DESC LIMIT 1
1 First value of a specific tag:

SELECT data_value FROM logs.tag_log WHERE tag_id=1 ORDER BY logtime LIMIT 1
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5.1.8 ICCP Channel
" Yeni Kanal ? >
Kanaladi |'»ccp |
Istasyon | |
ProtokolTipi | TASE.2/ICCP ~
cance
Figure 55 ICCP Channel Definition
Communication Test and Compatibility Requirements
1 adzidzt f tAy3I ¢Sady wSIldANBR (2 @GSNATe (KS 02yySoOl

1 Port 102: Must be open on the system running SCADA and should allow incoming connections.

1 Firewall & Antivirus: Custom rules may need to be defined for port 102 in these software systems.

5.1.8.1 Channel Parameters

Kullanmda

KanalAdi |iccp

KanallD 3

Istasyon |

Tanim |

TASE.2/ICCP
Active

ProtokolTipi
SoketTipi

e

SunucurP [127.0.0.1

Ping Testi | Sonug: ?

SunucuPortu [1080

Biateral Table ID |

AP Title |

AP Qualifier |

P-Selector (presentation layer address) |

S-Selector (session layer address) |

T-Selector (ISO transport layer address) |

Listen Port [1081

) Kanal Verisini Kaydet (Ctrl+s)

Figure

—

Channel Namet N2 A RSR o0& ¢9T!
Protocol TypeShould be selected as TASE.2 / ICCP.
Socket TypeShould be set to Passive.

Server IPShould be entered as 127.0.0.1.

54

56 ICCP Channel Parameters
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Server Port102 (default ICCP port)
Listen Port:Should be set to 102.

Bilateral Table IDt N2 A RSR o6& ¢9T! & 9yGSNIFa LISNIL//t OfASy

AP Titet N2 A RSR o6& ¢9T! o
A

¢
(@]}
D

o
©
_|
©

AP Qualifiert N2 @A RS

>

P-Selectort N2 A RSR o6& ¢9T! & 9yGSNJI GKS Lt & MHTOPN D DM

SSelectort NE JARSR o6& ¢9T! & ¢KS GSN)Y aG¢9L!{¢é¢ Ydad o

z

T-Selectort NP A RSR 068 ¢9T! & ¢KS GSNY a¢oL! {é Ydad o

Note:¢ KS L/ /t OSNBA2Y 2y (GKS £ASst[!{ {/!'5! &ARS Ydz

5.1.8.2 Tag Parameters

Etiket

Kulanimda

Etkethd tker1 || Kanalaa

EtiketID 3 " Kanal Suna Degistir: “ None ~

Formula ‘Jav.-'ascript formula ‘

Tanim ‘—\ brief description... ‘ Anahtar Kelimeler | |

Teghizat ‘4 custom egquipment name ‘

Olciilen Entiti ‘E.g. temp, pressure... ‘ Dataset |l |

Birim Adi ‘E.g. centigrade, psi... ‘

Konum ‘Lccati:n coordinates ‘

Data Point Type Durum ~

Erisim Haklan Degisken

owrsl I e [ |

vama . [ VoS 4 |
DegiskenTipi 532 ~

Figure 57 ICCP Tag Parameters
ICCP Object Namé: K S v I YS &ALISOAFTASR Ay GKS ¢9T! aAdyl f

Dataset:Determined based on the signal unit:

1 a2 K T /h!b¢ow
f a2 a+*!w ! b![hD

Data Point TypeShould be set to RealQ for all signals.
Variable TypeShould be set to DBL (double) for all signals.
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5.1.9 Server Info

Channel

The Server Info Channel provides access to syteal information of the SCADA server. Through this
channel, reatime data such as the number of active/defined/acknowledged alarms, system time, and
connection status can be read.

Its purpose is to monitor the system status and enhance operational awareness.

7 Yeni Kanal ? >

KanalAdi |serverinf‘o |

Istasyon | |

ProtokolTipi | SERVERINFO w

Cancel

Figure 58 Server Info Channel Definition

5.1.9.1 Channel Parameters

Kulanimda
Kanaladi
KanallD
Istasyon
Tanm

ProtokolTipi

CergeveZamanAsimi(ms)

‘serverinfo ‘

4

SERVERINFO

Ping Testi Sonug: ?

3000

i) Kanal Verisini Kaydet (Ctrl+s)

Figure 59 Server Info Channel Parameters

Response TimeouiThe interval at which the function defined in the server info channel will be
executed. Expressed in milliseconds.

Example: 100@ The function will be called every 1 second.

56
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5.1.9.2 Tag Parameters

ETIKET

Sorgu

Figure 60 Server Info Tag Parameters

Each tag's Query field is populated with special commands (keywords) that return information related to
GKS aSNBSNRa AyaSNyrt adridiSo

Note: Although written in JavaScript syntax, this channel uses special sggitific keywords.

Note: The return statement is mandatory. Without it, the query result will not be written to the tag.

Note: Values cannot be assigned to other system tags; only read/query operations are allowed.

5.1.9.3 Supported Keywords and Descriptions

Keyword Description

:ALARMCOUNT() Returns the total number of defined alarms in the syste

.ALARMCOUNT(ClassName) Returns the number of alarms defined in the specified
alarm class.

:ACTALARMCOUNT() Returns the number of currently active (triggered) alarn

Returns the number of active alarms within the specifie

:ACTALARMCOUNT(ClassName)
class.

:ACKEDALARMCOUNT() Returns the total number of acknowledged active alarm

Returns the number of acknowledged active alarms for

:ACKEDALARMCOUNT(ClassName) specified class

Returns the server system time in milliseconds since th

:SYSTEMTIME() epoch

Returns the number of connected (active) channels in {

:CONNECTEDCHANNELS(ChannelNa o
specified channel group.

Returns the number of disconnected (inactive) channel

‘DISCONNECTEDCHANNELS(Channe .
the specified channel group.
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5.1.9.4 Example Usages
Example 1: Total number of defined alarms in two alarm classes

varl = :ALARMCOUNT(Panell);

var2 = :ALARMCOUNT(Panel2);

totalalarms_defined = (varl + var2);

return totalalarms_defined;

Example 2: Simple tag query to display the number of active alarms
return :ACTALARMCOUNT();

Example 3: Retrieving the server system time

NBGdz2NYy Y{T{¢9a %!l albLo0OT

5.1.10 SNMP Channel

The SNMP (Simple Network Management Protocol) Channel allows the SCADA system to read data from
devices that communicate using the SNMP protocol.

Through this channel, systematic data can be collected from network infrastructure devices such as
switches, UPS units, routers, etc.

Note: For this channel to work, the N&NMP library must be installed on the system. You can access
the relevant libraryhere.

' Yeni Kanal ? X

KanalAdi | |

Istasyon | |

ProtokolTipi | SNMP v
0K Cancel

58 ViewPLUS SCADRrogramming Manual


http://www.net-snmp.org/download.html

Mi(RODEV"

Sl bow S _od

5.1.10.1 Channel Parameters

KANAL

Kullanimda »
Kanaladi ‘snmp |
KanallD 5

Istasyon \ |
Tanim ‘ |

ProtokolTipi SNMP

SunuculP ‘LZ?.D.D.[ Ping Testi | Sonug: ?

SunucuPortu 1080

[ Kanal Verisini Kaydet (Ctrl+s)

Figure 62 SNMP Channel Parameters
Server Address: The IP address of the device to which SNMP queries will be sent.
Server Port: The SNMP port number.
Default value: 161

5.1.10.2 Tag Parameters

Etiket

Kulanimda

Etketad tiket3 || Kanalag
EtiketlD 5 @ Kanal Suna Degistir: % None v
Formula ‘ Javascript formula °|

Tanim ‘A brief description... | Anahtar Kelmeler ‘ |
Techizat ‘A custom equipment name |

Olciilen Entiti ‘e.g. temp, pressure... | CihazAdresi ‘1 |
Birim Adi ‘e.g. centigrade, psi... | Read Community ‘ |
Konum ‘Location coordinates |

Erisim Haklan

okuma ... —

vazmo ..

Figure 63 SNMP Tag Parameters

Device AddressThe address information of the device defined in the SNMP protocol. It is usually the

same as the IP address or may require a specific definition.

Read CommunityThe access key used to retrieve SNMP data (e.g., public).
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Required for SNMP versions 1 and 2.

5.1.11  SOAP APl Channel

The SOAP API Channel is a channel type used to connect to a SOAP (Simple Object Access Protocol) Web
Service, parse the service responses, and write the retrieved data into tags within the SCADA project.
SOAP envelopes are processed using a VB&E8dd defiition structure, and the response is integrated

into the SCADA system using an XML parser.

W Yeni Kanal ? it

KanalAd | |

Istasyon | |

ProtokolTipi | WEBAPI_SOAP ~

CK Caneel

Figure 64 SOAP API Channel Definition

5.1.11.1 Channel Parameters

Kullanimda ® |-
Kanaladi |soap_ap'| ‘
KanallD 5
Istasyon | |
Tanim | \
ProtokolTipi WEBAPI_SOAP

Ping Testi sonug: ?
CevapZamanAgimi{ms) | 6000

) Kanal Verisini Kaydet (Ctrl+s)

Figure 65 SOAP APl Channel Parameters

Response TimeouiThe timeout duration (in milliseconds) that defines how long the system should wait
for a response after executing a SOAP query. If no response is received within the defined time, the
connection is terminated.
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5.1.11.2 Tag Parameters

Sort

qu

Figure 66 SOAP API

Tag Parameters

The gueries to be sent to the SOAP service are written into the Query field of the relevant tag. The query
consists of three parts:

WSDL PathThe WSDL definition of the SOAP service.

SOAP Envelop&he request prepared in XML format.

Tag Mapping RuleDefines how the XML response will be mapped to SCADA tags.

61
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5.1.11.3 Example Implementation

Example Query:

WSDL_PATHhRtps://minosxcloud.umpi.ityws/wsminos.php?wsgdl

<SOAMENV:Envelope
xmins:SOAIENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:ns1="http://localhost/"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:SOAIENC="http://schemas.xmlsoap.org/soap/encoding/"
SOAHFENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<SOAHENV:Body>
<nsl:.getStatus>
<user xsi:type="xsd:string">wstanbul</user>
<password xsi:type="xsd:string">passwordvalue</password>
<db_name xsi:type="xsd:string">databasename</db_name>
<id_andros xsi:type="xsd:string">s345dfsad2345asd45fsdfsgds4542345a</id_andros>
</nsl:getStatus>
</SOAFENV:Body>

</SOAFENV:Envelope>

{${32}, <stato><statopl num="1"><fasel stato>;

${33}, <stato><statoingresso num=17 stato>}:
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Example Response from Server:
<SOAHMENV:Envelope SOAV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"
xmins:SOAIENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchemastance"
xmins:SOAIENC="http://schemas.xmlsoap.org/soap/encoding/">
<SOAHENV:Body>
<nsl:getStatusResponse
xmins:ns1="http://localhost/">
<res xsi:type="xsd:string">
<armadio identificatore="b3e1f32cb0db36efOfbfaf047074e4d5">
<stato>
<statoingresso hum="16" stato="1">0ON Input Andros EBX® 1</statoingresso>
<statoingresso hum="17" stato="1">0ON Input Andros EBX® 2</statoingresso>
<statopl num="1">
<fasel stato="0">Line 1 Phase 1 OK</fasel>
<fase2 stato="0">Line 1 Phase 2 OK</fase2>
<fase3 stato="0">Line 1 Phase 3 OK</fase3>
</statopl>
</stato>
</armadio>
</res>
</nsl:.getStatusResponse>
</SOAFENV:Body>

</SOAFENV:Envelope>
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Tag Mapping Rules (Parser Structure)

returnAttribute

T
I
:{5{32}) <stato><statopl num="1"><fasel stato>|

<stat0><{5tatoingresso num‘:17 stat}0>|}:

[
Target Tag v v
filterAttribute returnAttribute

Figure 67 SOAP APl Tag Writing Method
{${TagID}, <child1><child2><child3 filterAttribute returnAttribute>}:

Interpretation Rules:

Condition Description

Only node path is defined ¢tKS y2RSQa GSEG @I fdzS A& NBI

The value of the specified attribute in the first matched node is

returnAttribute is defined .
written to the tag.

Both filterAttribute and The tag receives the attribute value of the node that matches tt
returnAttribute specified filter.
Examples:

${32}, <stato><statopl num="1"><fasel statox The value of the stato attribute in the fasel node is
written to tag ID 32.

${33}, <stato><statoingresso num=17 stato>Kk The stato value of the statoingresso node with
num="17" is written to tag ID 33.
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5.1.12  JavaScript Channel

The JavaScript Channel is a channel type used within the SCADA system to create Jasa&atript
calculations, conditional operations, or data processing logic. Using JavaScript functions, values of
different tags can be read, mathematical operations carpbrformed, and the result can be written to
a virtual tag.

W Yeni Kanal ? X

Kanalad | |

Istasyon | |

ProtokolTipi | JAVASCRIPT v
0K Cancel

Figure 68 JavaScript Channel Definition

5.1.12.1 Channel Parameters

Kullanimda ® ..
KanalAdi |_'|ava75cript ‘
KanallD 9
istasyon |
Tanim | ‘
ProtokolTipi JAVASCRIPT

Ping Testi Sonug: ?
GergeveZamanAgimi(ms) | 3000

1) Kanal Verisini Kaydet (Ctrl+s)

Figure 69 JavaScript Channel Parameters

1 Frame TimeoutThe interval at which the JavaScript function will be executed, in milliseconds. For
SEIFYLX SY mnann M G§KS TFdzyOldrzy A& OFLftftSR SOSNE m &
5.1.12.2 Tag Parameters

Sorgu

Figure 70 JavaScript Tag Parameters
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JavaScript commands are written in the Query field of the relevant tag. Other system tags can be
accessed using the format ${tagID}.

Note: Assigning values to other system tags is not allowed within the JavaScript channel. Use the Macro
Channel for such operations.

5.1.12.3 Value Assignment Rules for JavaScript Tags
Reading tag values: ${2}, ${3}, etc.
Defining and processing variables: var x = ...

Return: Use the return ...; command to write the result to the SCADA tag.

5.1.12.4 Supported JavaScript Features

9 All basic arithmetic operations

1 Comparison operators (===, >, <, I==

1 Math object: Math.sgrt(), Math.abs(), Math.pow(), etc.

1 return is mandatory; otherwise, the value will not be written to the tag.

5.1.12.5 Example Applications
Addition Example
Adds the values of two tags and returns the result.

var3 = ${2} + ${3};
return var3;

Sum and Square Root Calculation

varl =5 + ${2};

var2 = 3 + ${3};

subtotal = varl + var2;
return Math.sqrt(subtotal);

Condition Comparison (Equality Check)

varl = ${2};
var2 = ${3};
var3=varl===var2?1:0;

return var3;

Explanation: Returns 1 if varl and var2 are equal, otherwise returns 0.
Invalid Example (Will Not Work)

${3} = 3 + varl,;

Note: This example is invalid because value assignment to other tags is not allowed in the JavaScript
channel. Use the Macro Channel for this purpose.
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6 SCADA Editor 1 Alarms

Alarms are one of the most critical components of SCADA systems in terms of monitoring and
intervention. ViewPLUS SCADA provides alarm generation and management based on field data and
user definitions.

6.1 Creating an Alarm

Alarm definitions are created through the Tag/Channel Editor panel.

1 Open the Tag/Channel Editor screen.

f RightOf A O1 GKS a! € N aéleftéection. f 20 G SR Ay GKS f26SNJ
T {StSOG GUKS dabS¢g !'fI N¥Yé 2LWA2y FTNRY (G(KS YSydzo

®| Alarm I |
Genislet/Daralt |C lass Mame ‘

Alarm ID Alarm MName
v Genel

1 etiket]=5

2 R

3 e © VeniAlarm

9 E ® Alarm Cokla Ctrl+Q

Z : % Geligmis Alarm Coklama

10 k & Alarmi il

5 kanal_deger2=10

Figure 71 Adding a New Alarm
In the alarm definition screen that appears, enter the alarm name, description, and class information.

i If an existing class name is entered, the alarm is added to that class.
1 If anew class name is entered, the system creates a new class and assigns the alarm to it.
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ekorara brow o Lo

ALARMLAR
.
Q |A|a|'m = — & Yeni Alarm ? * J
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2 etiket2=10
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9 etiket3=1 -
i O i v
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Geri Bildirim Iste
Veri tabanina giris yap
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Bu dederden 0,00

A 4

Bu dedere 0,00

Figure 72 Creating an Alarm Class

6.1.1 General Alarm Parameters

AlarmAds Abonelikler
AlarmID
SinifAd
Tanim
Oncelik.
DEGER etketi
KOSUL
(®) DEGER
O DEGER
() DEGER
(O DEGER

() DEGER ,

etiket1=7
11
Genel

MNoDescription

SOl ket

, SINIR a esit
, SINIR dan kiicik
, SINIR dan biiyiik

, ARALIK icinde

Abone Kullamialar

SINIR

7,00

ARALIK

Bu dederden 0,00

ARALIK disinda

Bu dedere

0,00

FCRED

Geri Bildirim Iste
Veri tabanina girig yap
Kullanimda
B Alarm Verisini Kaydet (Ctrl+s)

Figure 73 General Alarm Parameters
Alarm Name:The name by which the alarm will be recognized in the system.
Class NameThe name of the class to which the alarm belongs. Allows grouping of alarms.
Description:A descriptive text explaining the function of the alarm.

Priority: Defines the importance level of the alarm. ViewPLUS SCADA (v0.9.154 and later) supports four

levels:
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e ooneler

AlarmID 11 Abone Kullaniciar {1}

SinfAdi Genel

Tanm MNoDescription

bncenk 0 = |

DEGER ethketi |,© tikef— - - - - — v
KOSUL Different alarm warnings will be triggered based on the assigned priorities. The

table below outlines the relationship between alarm priority and the corresponding
@ DEGER, SINIRaesit | alarm warning behavior

O DEGER, SINIR dan ki
O DEGER, SINIR dan bii
O DEGER , ARALIK icinde
O DEGER , ARALIK disind:

Priority Behavior

Geri Bidirim Iste 0-31 High Critical: Alarm sounds with a warning indicating high urgency
Veritabanna gns yap | 32-63  Medium Critical: Alarm sounds with a wamning indicating moderate
Kulanimda urgency

64-95  Low Critical: Alarm sounds with a warning indicating low urgency
96-127 MNon-Critical: No alarm warning is triggered

Figure 74 Alarm Priorities

0¢31: High

32¢63: Medium

64¢95: Low

96¢127: Warning (silent alarmno sound)

Value TagThe tag to be used for triggering the alarm.

Condition: The logical condition that activates the alarm: equal to, less than, greater than,
within/outside a range, etc.
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SubscriptionsUsers who will monitor the alarm are defined here.

Abonelkler
Abane Kulanicilar {1}

7 Alarm icin Kullanici Segin ? X

admin admin

n

< Clkar

L5

Tamam

Figure 75 Defining Users Subscribed to the Alarm
Other Settings:

1 Require AcknowledgmentRkequires user confirmation.

1 Log to Database:ogs the alarm status to the database.
1 Enabled:Defines whether the alarm is active or passive.
6.2 Monitoring Alarms

Created alarms can be monitored both from the Client interface and SCADA design pages.

6.2.1 Monitoring Alarms on SCADA Design Pages

Using SCADA components, visual monitoring and acknowledgment of alarms can be performed directly
on pages.

Steps:

1. Create a new SCADA project and define tags
2. Add alarm conditions to relevant tags.
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Aarmads ethet1=5 Abonelkler

AlarmiD 1 Abone Kulanalar {1}
Srufdi Genel
Tanm etket1, 5 degerine esit,
Oneeiik. o -
DEGER etiketi |0 ¢ etiketi ~
KOSUL SINIR
(®) DEGER , SINIR a esit 5,00

() DEGER , SINIR dan kiigik

() DEGER , SINIR dan biiyiik RALIK
O DE&ER , ARALIK iginde Bu dederden 0,00
() DEGER , ARALIK diginda Bu degere 0,00

Geri Bildirim ste
Veri tabanina giris yap
Kullanimda
[ alarm verisini iKaydet (Ctrl+s)

Figure 76 Example of Creating an Alarm Condition

3. Add components like Display and Button to the SCADA page.

|
~
Resim Index Etiketi <]IEN &
| Vaz Etiketi 0| [etikers |2
X Konumu Pl )
W etiket1 ¥ Konumu Sl B
et . . Geniglik Pl 3
: Yakseklik Ol o
Déndirme Agisi Pl )
Metin Rengi Pl 2
Maske Rengi Pl 3l
Maske Saydamiigi Olla ¥
v &zel etiketler
SIS, Cuhitctic 7 [ —
. © Gzel Nitelik 2 ¥e) .
>

Figure 77 Associating Alarm Tag with a SCADA Component

4. LYy (GKS 02YLRyYySyiliQa a9@gSyitaéeg GlFrox OKSO|l (GKS { K25

Property Deger ol
Yazi Igerigi [%37 |
Yaz Stilsay... [font: 22px "Aril"; |- ]&
. . . . Metin Geni... ‘ 109 5 ‘
W etiket1 ~ olaylar
OlayTipi | FareTugunaBasildi v
Olay Aksiy... |ATA ~ | O Require ack
Hedef Ola... O [1 1]
Sayfaya Git |,©|Page ~ |®[& Alamlan Goster] O CloseThisWindow
Run Functi... ‘ ‘
O Baglant Ekle

Figure 78 Enabling the Show Alarms Option

5. Start the server and open the Client screen.
6. When an alarm occurs, a bell icon or color change appears on the component.
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ama Ayarlar Araclar Pencere Yardim

5000 O  etiken

1 I
03.08.2023 153657 | Gendl  4tkeni=S dtikert, 5 degaring esi, [TRGI ALARM TETIRLENDI 0 anal 103 5 ket

Figure 79 Monitoring Alarm from the Client

7. Rightclick the bell icon and select Acknowledge Alarm to confirm it.

5000 asmmows |

Figure 80 Acknowledging the Alarm

8. After entering the acknowledgment message, the alarm icon disappears.

= Uygulama Ayarlar Araclar Pencere Yardim

1 L 1 I 1 I
T3.08.203 154795 | Genel  elikel]=3 elikell, 5 degerine esit, [TRG] ALARM TETILENDI 0 ‘admin test [ACK] ONAYLAND! Kanal 104 5 tikat]

Figure 81 Monitoring the Acknowledged Alarm from the Client
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6.2.2 Page -Based Alarm Monitoring

Allows monitoring of alarm information on a separate SCADA page.
Steps:

1. Create two pages: a main page and an alarm page.
2. Define a page transition using a button component. Enable the Show Alarms option on the button.

lesne Ozellkler Iﬂ@ﬂm

Property Dedger ~

~ sabitler
Yaz X Ofseti 10
Yan Y Ofseti |43

Yazi Igerigi %.3f
i Vem Stilsayfssi [font: 22px "Arial"; [l
4 Metin Genislidi_[107 2]

" olaylar
Olay Tipi FareTusunaBasldi -
Olay Aksiyonu | SAYFAYAGIT =
Hedef Olay Et.. ,O [ |
Sayfaya Git ) YeniScadal.sca ~| B M Alarmlan Ge: CloseThisWindow

Run Function | |
[ Baglanti Exle

(Web)Link

¥ badlant: adres
>

Figure 82 Defining Go to Page Function on Button

3. Add components to the alarm page to monitor alarms.

L |
Property Deger ~
v azellik etiketieri
Resim Index Etiketi Oll4 3
I Yaz Etiketi O] [etiket1 |2
X Konum Pla e
W etiket! - ¥ Konumu Pl &
bt Genilik Plla )
Yikseklik Pl e
Déndiirme Agisi Pl 3
Metin Rengi Sl 2
Maske Rengi Pl ¥
Maske Saydamiigi FelIEY ¥
. . v azel etiketler
Ozel Nitelik 1 e | -1
>

Figure 83 Associating Alarm Tag with a Component

4. When an alarm occurs, an exclamation mark appears on the button.

= Uygulama Ayarlar Araclar Pencere Yardim

i .y Sy WY L | k£ I | o) aiarpen ., Kntnl, Dot |
Figure 84 Monitoring Page -Based Alarms via Component

Note: This method only allows monitoring; acknowledgment is not possible.
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6.2.3 Monitoring Alarms on the Map Page

Alarms can be monitored on Gb&sed map pages using markers.
Steps:

1. Create a map page and enable the Geo View feature.

7 Sayfa Ozellkleri
Filter Stations Clear ~
= Hemel Sl Ozellik Deger
Hempstead St Albans g
_ SayfaAdi VeniScada2.sca
e SayfalD 2
. 1 2
Y @ Check/uncheck all Cheshunt SayfaSirasi 2
. < SayfaTipi SkadaSekmesi v
¥ ¥ istasyon (2) Al AT 13 GeoGorinim
Watford . Forest GeoMerkez 51.5,0,10
High Wycombe BaglangictaOlcekle | Yok v
OzelSayfaBoyutu [
SayfaGenisligi 00 $
SayfaViksekligi 0 S
40 = r
& o ArkaplanResmi Q|
: v Sayfalkonu o ]
a0
bt KayarYaziEkle  []
_Slough _London Erisim Haklan
A2
Dartf
Staines w16
racknell = GIS Nesneleri

Figure 85 Enabling Geo View for Map Page

2. Add a marker.
3. Assign the alaranelated page to the marker and enable the Show Alarms checkbox.

GIS Nesneleri

Segili Isaretg Ozellikleri:

Al Ozellik Deger A
Y o 4
v IsaretgilD 300708908971012100
\ 4 Yazi ‘Station ‘
London Konum ‘51.55596114704759 , -0.1744079589844414 ‘
3 Category Station v | | A Edit

I Sayfaya Baglanti Activate O YeniScadal v B) [ Alarmlan Goster I:l CloseThisWindow
A102

A217

Run Function

Figure 86 Enabling Show Alarms Option on Marker

4. Add an alarm monitoring component to the relevant SCADA page.
5. When an alarm occurs, the marker will flash with an exclamation icon.
6. The number of alarmed markers is displayed at thelafpof the Client screen.
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Figure 87 Monitoring Active Alarms from the Map Page

Note: Alarm icons on the map are for monitoring only; they cannot be acknowledged.

7 ViewPLUS SCADA Map Page

7.1 Designing a Map Page

The ViewPLUS SCADA application supports geographic map infrastructure. With this featirasetap
SCADA pages can be created, and the field status can be monitored using shape and color changes

based on tag values.

Geo View Feature

By selecting Page Properties > Page Type from theégbpof the ViewPLUS SCADA Editor page, Geo
View can be activated to display the page as a map view.

The map infrastructure works integrated with Google Maps or ArcGIS.

75

Sayfa Ozellkleri |

Ozellik Deger
SayfaAdi Page
SayfalD
SayfaSirasi 0 ‘ 24
SayfaTipi SkadaSekmesi v
[GeoGarinom %] |
GeoMerkez 51.5,0,10 [

BaslangigtaOlgekle Yok
OzelSayfaBoyutu [ ]

SayfaGenisligi 250

SayfaYaksekligi

ArkaplanResmi (%] :

Sayfalkonu o [ :

Kayar Yazi Ekle [

h

4 4>

e
e

Figure 88 Geo View Option
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Using Google Maps

1 A Map API key is required.
T hyOS GKS {(Se& Aa aSiz (GKS aGaC2NJ RS@St2LIYSyd LlzN1I2 2

Note: The editor must be restarted.

°r Stations | | Clear ‘
A Google —
¥ map-marker (4)

This page can't load Google Maps correctly.

Do you own this website?

Keyboard shortcuts | Map data ©2022 GeoBasis-DE/BKG (22009), Google | Terms of Use | Report @ map error

Figure 89 Google Maps View
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Definition path:

> Projects > Project Configuration > GIS Settings > GIS Provider: Google
> Projects > Project Configuration > GIS Settings > Map API Key

basliksiz

L SCADA Sayfalan | Project Configuration | GErindm Ayarlarn | Istemd Secenekleri |
— A e e s
SCADA Editdri

@ @}Em Projeef Configuration

Projelar

r“ GIS Ayarlar

Etiket Kanal Editdri

GIS Provider Google ~

Harita APT Anahtan | 1

Click here to get 3 Google AP key
|:| Activate Project Protection

SetflUpdate Password
Etiket Kanal Dosyas::

Dosya Adiz | basliksiz, tcf

Cikh Klasdru

Yol |C:ﬂJsersIADMINfbasliksizfouu:lut |

Bilesen Kitiphanesi Klasari

Yol |C:ﬂJsersIADMINfbasliksizfmmponents | Git

Figure 90 Map API Key Definition
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Using ArcGIS

1 No API key is required.
1 ltis free of charge.

The definition is done from the same menu by selecting ArcGIS.

Insert Format

Az @0 4@®

Standart
Fnibctnra Sayfa Ozellkleri
Filter Stations | Clear Ozeliik Deger A
Cheshure SayfaAds [Page
N SayfalD

e Epping ALY 0 | &
¥ ¥ Check/uncheck all Watford Forest A130 Ssyan 18
- S e SayfaTipi e
map-marker (4) Brentwood GeoGorunim %] 1
GeoMerkez [515,0,10 |

BaslangictaOicekle Yok o

= Basildon OzefsayfaBoyutu [
Ava g SayfaGenighigi
ais6 SayfaYoksekligi
o =
Siough _London Sayfalkonu al -
o KayorYanEkde [ ¢
iz
GIS Nesneleri
Dartford
a Staines X1 Grnesend Segh Isaretg Ozelider:
A7
Chatham Vazi
ey Konur
= ,
A o © Beysz / Eda
Epsom
ing Page
Yo
w,
Sevenoaks

Figure 91 ArcGIS View
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7.2 Adding Icons to the Map Page

7.2.1 Adding an Icon
1. Click Add Marker in the SCADA editor.

2. Mark the relevant location on the map.

3. After adding the marker, you can interact with it.

irsert  Format
AOELEO -0
Standart
Osnateuck
~ambrid Chrcbnacta 3
Filter Stations | Clear
ey Ipswich JThe Hague LUerecht - T
y Arrhem Munster d
\ ‘s Hertogenbosch Paderbormn
¥ Check/uncheck all Breda *
) Mddelturg Dermund
| ) map-marker (4) Js aTndhoven Oulsburg © GER
Bruges, werp Dusseldort p
Ghent
Tlandary ¢
Brighon Brussels "W' - Slegen
e ¥ ¢
b Hes
BELGIUM '
Watlonia o Fri
am Main
fmens  Charlevite- (e
Méndres

LUXEMBOURG
Luxembourg

Sayta Ozedicient

Ozeliic Deder
Sayfanch [Page |
Sotald T
SayfaSirast O ¢
SaytaTipi SkadaSekmesi v
GeoMerkez 515,010 |
BagangigtaOigelde Yok v
OzelSaytsBoyuty [
SayfaGenigh
SayfaVaksekddy
ArkaplanResmi o =
Sayfalkonu ) =
Kayar You Ekle ||

[Gis Nesneten |

Sech Igarety Ozelibden:

Figure 92 Adding an Icon to the Map Page

79

ViewPLUS SCADRrogramming Manual




Mi(RODEV"

[

oo brow s Lo

7.2.2 Creating a Category

1. Click on the marker.

2. Go to GIS Objects > Selected Marker Properties > Category > Click Edit.

3. Click the Add New Category option to define the category name and icon.

GIS Nesneleri
Segl [zaretg Ozeliideri:
Ozellik Deger ~
igaretgilD 6458622721248322000
Yam Station
Konum 0183160057993, 7.35/D2112601 3420
|categery Suation v A Edit |
Sayfaya Baglants  [] Activate = Page B | Alarmilan Goster [
¥ 1]

Figure 93 Category Creation Page

Click the Add New Category button, enter the category name, and upload the image. This way, map
icons can be used in different colors and shapes as indicators for alarms or other conditions.

A A 2.

| @ Marker Categories ions‘ l Chre
f\mhem ) _Manster '?Bl
[ Add New Category | Remove Selected Category = ) )
Image Category ] Et?osch
@ Beyaz % Add New Category ? %
o Kirmizi Category Name: I I
Sari Category Image | €3 I |
¢ o [ 1/ conce
SN B
| 4 v OKoblenz
fhee ]
: Rh\%ﬂnd»
Y Pal®inate
MBOU RG
Editord Kapat Luxembourg
o .z I Y Ma
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Figure 94 Example Category Creation
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7.2.3 Linking Tags with Categories (Run Function)

> GIS Objects > Selected Marker Properties > Run Function

You can define the following example function for each icon:

function onCheckMarkericon() {

var $Category ="White";

if (${1} ==1)
$Category="Yellow";

else if(${1} == 2)
$Category="Black";

else if(${1} == 3)
$Category="Red";

return $Category;

1 ${1}: Represents the value of the tag with ID 1.
1 $Category: Represents the category name.

The category is changed conditionally, and the icon is displayed with the corresponding category visual.
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7.2.4 Application Results

Based on the defined categories and conditions, the icons on the map dynamically change in
color/visuals. This allows centralized monitoring of field device statuses via the map.
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Figure 97 Example of Displaying Black Marker When Value is 2
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Figure 98 Example of Displaying Red Marker When Value is 3
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8 SCADA Server

The server module of ViewPLUS SCADA software is the main component that collects data from field
devices and transfers it to clients. To operate, this server must be associated with a SCADA project.

When the server is started, it establishes a database connection, begins receiving data from field
devices, and provides a data service through a port that clients can connect to.

8.1 Server Main Screen

When the ViewPLUS SCADA server is started, it presents a graphical interface to the user. This interface
provides status information, protocol driver monitoring, alarm control, and simplified connection
management.

8.1.1 Top Menu Options

The menu bar at the top of the SCADA server provides quick access to essential operations, system
settings, and diagnostic tools.

L:_' ServerEngine 2,00 Betall - denemeeee

Figure 99 Top Menu Options

Araclar

8.1.1.1 Server Menu

This menu allows you to directly control the server's operational state:

L:_' ServerEngine 2.0.0 Betal10 - denemeeee

Poyarlar  Araclar
Basla " - ‘I
[]
Dur —— :

Tekrar Baglat

] 04.06,2025 , 08:29:01

Cikig ] 04.06,2025 , 08:29:01 Prodat dosyasi yukleme TAMAMLANDI

7] 04.06.2025 , 08:29:01 License info TagCount:Unlimited, Protoc
b4 [IMF] 04.06,2025 , 08:29:01 Remaining License Days: 1797

Etiket Izleme [OK] 04.06.2025 , 08:29:01

[INF] 04.06,2025 , 08:29:01 Alarm Listesi yukleniyvar. ..

r [OK ] 04.06.2025 , 03:29:01 Alarm Listesi yukleme TAMAMLANDI

[OK ] 04.06.2025 , 08:29:01

[OK ] 04.06,2025 , 08:29:01 Bilesenler yuklemes TAMAMLAMDI

Figure 100 Server Menu
Start: Launches the server and activates data communication.
Stop: Stops the server and terminates all device and client connections.
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Restart: Stops and restarts the server to reload system configurations and drivers.

Exit: Closes the server application.

8.1.1.2 Settings Menu

[¥ ServerEngine 2.0.0 Betal0 - denemeeee

Sunucu Araclar
{6k Konfig Dosyas Seg F[:

20 Veri Tabari Ayarlarn

Dil k Tarkge

[OK ] 04.06,2025 , 08:29:01
@ [INF] 04.06.2025 , 08:29:01'

[IMF] 04.06,2025 , 058:29:01 Remaining License Days: 1797
Etiket izleme [OK ] 04.08.2025 , 08:29:01

Frear-1 ma mes e oo TRE PR T R 1) PESENEN I U IR SR i R e —

Ingilizce

Figure 101 Settings Menu

Select Config File: Allows you to manually choose a .ini configuration file.

Database Settings: Configure database connection details here (e.g., type, username, password).

Language: Allows switching the SCADA server interface language between Turkish and English.

8.1.1.3 Tools Tab

L_I ServerEngine 2.0.0 Betall - denemeeee

Sunucu  Ayarlar [ISEEED
L_- Rapor Yaneticisi

Email

[OK ] 04.06,2025 , 08:29:01

[OK ] 04.06.2025 , 08:29:01 Prodat dosyasi yukleme TAMAMLAMNDI
[IMF] 04.06,2025 , 08: 29:01 License info TagCount:Unlimited, Protoc
[IMF] 04.08.2025 , 08:29:01 Remaining License Days: 1797

Etiket Izleme [OK ] 04.06,2025 , 08:29:01

[IMF] 04.06,2025 , 08:29:01 Alarm Listesi yukleniyar. ..

Fomia m 2 mom =mmee e = om N

Figure 102 Tools Menu

Report Manager: Opens the integrated SCADA reporting module (e.g., generating reports from recorded

data).

Email Test: Allows sending a test message via the SMTP server for email notification setup.
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Email Test Window

This window is used to test the SMTP configuration to ensure that the server can send emails during
alarm conditions.

l'_! E-mail Test ? X

Smip-server:
SecurePort Enable

Server port:  |465

Kullanici Adi:

Sifre:

Alici:

Konu: E-mail test

Mesaj: Bu bir test e-mailidir
Detayli

Test Mesaji Gonder | | Smtp Konfigurasyonunu Kaydet Cikis

Smtpserver. SMTP server address (e.g., smtp.gmail.com)
SecurePort Enablé€nables the use of a secure port (SSL/TLS)
Server PortPort number of the SMTP server (e.g., 465)
Username:Email address from which the message will be sent

PasswordApplication password for the sender email account (an-gypgcific password should be used
for providers like Google)
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Recipient:Email address to which the test message will be sent
Subject:Subject of the email

MessageContent of the email

Details:Success or error messages returned by the server are displayed here
Bottom Buttons:

Send Test Message: Sends a test email using the entered settings.

Save SMTP Configuration: Saves the SMTP settings to the configuration file.
Exit: Closes the window.

8.1.2 Control Screen

(¥ ServerEngine 2.0.0 Betall - denemeeee - O X

Sunucu  Ayarlar  Araglar

“ ....... [ ayrintih izleme

OK ] 04.06.2025 , 08:29:01 -
0K ] 04.06.2025 , 08:29:01 Prodat dosyasi yuldeme TAMAMLANDI

’ [INF] 04.06.2025 , 08:29:01 License info TagCount:Unlimited, Protocols: Modbus - RawSodket - [EC101 - IEC104 - SMMP - MOQTT - DNP3 - TASE2/ICCP
[INF] 04.06.2025 , 08:29:01 Remaining License Days: 1797

Etiket Izleme 0K ] 04.06.2025, 08:29:01

[INF] 04.06.2025 , 08:29:01 Alarm Listesi yukleniyor...

r 0K ] 04.06.2025 , 08:29:01 Alarm Listesi yukleme TAMAMLANDL

OK ] 04.06.2025 , 08:29:01

Alarmlar 0K ] 04.06.2025 , 08:29:01 Bilesenler yukleme TAMAMLANDI

OK ] 04.06.2025 , 08:29:01

OK ] 04.06.2025, 08:29:01

0K ] 04.06.2025 , 08:29:01 Etiket Listesi yukleniyor...

Alctif Oturumlar 0K ] 04.06.2025 , 08:29:01 Etiket Listesi yukleme TAMAMLANDL

[INF] 04.06.2025 , 08:29:01 Initilising tag table view..

[INF] 04.06.2025 , 08:29:01 Kullanid Listesi yukleniyor. ..

v 0K ] 04.06.2025 , 08:29:01 Kullanid Listesi yukleme TAMAMLANDI
Beyaz Liste [INF] 04.06.2025 , 08:29:01 Initialise tag table view done..

[INF] 04.06.2025 , 08:29:01.

[IMF] 04.06.2025 , 08:29:01 # StartDriver DriverMacro.exe C:\Users\mikrodev\denemeeeetmpmacro.ini

> OK] 04.06.2025 , 08:29:01
Kara Liste [INF] 04.06.2025 , 08:29:01 -
[INF] 04.06.2025 , 08:29:01
(o] [INF] 04.06.2025 , 08:29:01 |
[INF] 04.06.2025 , 08:29:01

Other Settings OK] 04.06.2025 , 08:29:01

OK ] 04.06.2025 , 08:29:01

OK ] 04.06.2025 , 08:29:01

[INF] 04.06.2025 , 08:33: 54 Secure connection established with federate: 127.0.0.1

Bilgi [INF] 04.06.2025 , 08:33:54 admin'den Kullanic Kimlik Dogrulama Istegi —> IP Adresi: 127.0.0.1

[IMF] 04.06.2025 , 08:33:54 Istemdi : admin 127.0.0. 1 yetkiendirildi

[IMF] 04.06.2025 , 08:33:54 Proje verisi istemciye gonderildi: 127.0.0.1, Kullanici: admin

0K ] 04.06.2025, 08:33:55

OK ] 04.06.2025 , 08:33:55

0K ] 04.06.2025, 08:33:55

[IMF] 04.06.2025 , 08:34:00 Istemd Baglantisi Koptu : admin 127.0.0.1

[IMF] 04.06.2025 , 08:34:07 Secure connection established with federate: 192, 168.10.131

[INF] 04.06.2025 , 08:34:07 admin'den Kullanic Kimlik Dogrulama Istegi —> IP Adresi: 192.168.10.181
[INF] 04.06.2025 , 08:34:07 Istemd : admin 192,168, 10. 181 yetkilendirildi

OK ] 04.06.2025, 08:34:08

OK ] 04.06.2025 , 08:34:.08

OK ] 04.06.2025, 08:34:08 -

V Aktif Baglantlar: 1

Figure 104 Server Control Screen

9 Displays messages related to server startup, shutdown, device connections, database connection,
and driver loading.

1 Realtime information such as active drivers and data connection statuses is displayed here.

1 The server can also be stopped, started, or restarted using the buttons at the top of the page.
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8.1.3 Tag Monitoring Screen

This tab is used to monitor retime values of all tags defined in the SCADA project. The server displays
live data read from field devices in this section.

M ServerEngine 2.0.0 Betal0 - denemeees - m] X

Sunucu  Ayarlar  Araglar

D Siralamay Etkinlestir | Etiket Adi : Filtre

Istasyon Kanal Anahtar Kelmeler  Etket ID Etiket Adi Cihaz Yazmag Zaman Sayag Deger
macro 1 etiket] 1 0 08:38:27 04.06.25 188 15.000000

Figure 105 Tag Monitoring Screen
Station:Name of the station the tag is linked to
Channel:Name of the channel the tag is linked to
Keywords:Keywords associated with the tag
Tag IDSystemassigned ID for the tag
Tag NameName of the tag (e.g., tagl)
Device:Device address
Register:Address of the data register
Time:Last data read time (date and time)
Counter:Total read count for the tag

Value:Current tag value (example: 15.000000)

8.1.3.1 Tag Monitoring Screen Features:

RealTime Monitoring Changes in field data are instantly reflected.

Filtering: The search box at the top right allows filtering by Tag Name, Tag ID, Channel, etc., for quick
access in large projects.

Sorting:Enable Sorting option allows sorting by column values (e.g., by value ascending).
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8.1.4 Alarms Screen

The Alarms tab allows monitoring of all defined alarm events in the SCADA system. It provitiexereal
alarm tracking and access to historical alarm records.

Sunucu  Ayarlar  Araglar

Alktif Alarmlar Kayith Alarmlar Alarm Gegmigi

m Kayit Zamani Alarm Kimligi Mevcut Durum  Olay Tipi Veri Degeri Kayit Kimligi

XML e Aktar

Figure 106 Alarms Screen
Record TimeDate and time the alarm occurred
Alarm ID:Unique system ID of the alarm
Current StatusShows whether the alarm is active or passive
Event TypeReason the alarm was triggered (e.g., threshold exceeded, connection lost)
Data ValueRealtime tag value when the alarm occurred

Record IDSystem log record number

8.14.1 Tabs
Active AlarmsDisplays currently active alarms in the system.

Logged AlarmsDisplays recorded alarm events.

Alarm History:Lists detailed records of all historical alarm events.
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8.1.4.2 Features
Export to XMLAlarm history can be exported using the "Export to XML" button.

Log AnalysisPast logs can be analyzed for identifying system issues.
Time-Based TrackingChronological event chains can be analyzed based on date and time information.
8.1.5 Active Sessions Screen

This tab is used to view session information of users connected to the server. It provides visibility into all
clients accessing the SCADA system.

L__- ServerEngine 2.0.0 Betal( - denemeeee

- O X
Sunucu  Ayarlar  Araglar
Uzak IP Kullaria Oturum Anahtan  Son Mesaj Zamani
- 192.168.10.181 admin 19169 08:34:07
r
Kontrol
Etiket izleme
[ al
Alarmlar
LY
-
Alkctif Oturumlar
v
Beyaz Liste

o
Kara Liste

Other Settings

Bilgi

Figure 107 Active Sessions Screen

Remote IP1P address from which the client is connected
User:Username of the loggeith user
Session KeyJnique session identifier for each connection

Last Message Tim&ime when the last message was received from the client
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8.1.5.1 Features
Live Monitoring:Connections can be monitored in real time. New connections appear instantly.

Security Trackinginformation such as which users are accessing the system and their IPs can be tracked
for security purposes.

Time Information:The last message time indicates whether a session is still active. Sessions inactive for
long periods can be tracked by administrators.

8.1.6 Whitelist Screen

The Whitelist tab is used to allow connections to the SCADA server only from predefined IP addresses.
This is an important tool to enhance external access security.

[ ServerEngine 2.0.0 Betal0 - denemeeee - O *

Sunucu  Ayarlar  Araglar

D Beyaz Liste Filtrelemeyi Etkinlestir : Bu sadece izin verilen IPlerin badlant yapabimesini saglar

(§] Bir IP Adresi Eleyin
d IP Adresi

L 4

Etikat izleme
r

Alarmlar

Aktif Oturumlar

>
Kara Liste

Figure 108 Whitelist Screen
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8.1.6.1 Features

Enable Whitelist FilteringWWhen checked, only IP addresses on the list are allowed to connect. All other
IPs are automatically blocked.

Add IP Address ButtoriJsed to add a new IP address. Opens a window where the address can be
entered and added to the list.

List View:Added IP addresses are displayed in a table with ID and IP Address information.
8.1.7 Blacklist Screen

The Blacklist tab is used to define IP addresses that should be blocked from accessing the server. This
feature helps protect against unauthorized access.

| ServerEngine 2.0.0 Betal0 - denemesee - m} X

Sunucu  Ayarlar  Araglar

Kara Listeye Alinan IP Adresleri

N Bir IP' Adresi Ekleyin

Kimlik IP Adresi

Aktif Oturumlar]

\.-
Beyaz Liste

Figure 109 Blacklist Screen
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8.1.7.1 Features

Add IP Address ButtortJsed to add a new IP address to the blacklist. Enter the IP in the window to
block it.

Blacklisted IP Addresse$hese IPs are completely blocked from accessing the server.
List View:Each IP address is listed with an ID number in the table.
8.1.8 Other Settings Screen

The Other Settings tab includes advanced settings for client security, server redundancy, and MQTT
bridging.

[ ServerEngine 2.0.0 Betal0 - denemeeee - m} X

Sunucu  Ayarlar  Araglar

Client Settings

-
(§1 |:| Enable Client Auto Loggoff
Kontrol —

Auto Loggoff Timeout (Minutes) 10 -

’ D Don't allow multiple connection for same user

Etiket izleme

[] Enable user blackiist after 3 failed login attempts

ol

Al Redundancy Settings

Redundancy Mode | PRIMARY SERVER =

Alktif Oturumlar] Backup Server Settings
Primary Server IP 127.0.0.1

«
iocn Lo Redundant Server Activation Tmeout (sec) | 30

)
_—" Redundancy Communication Port 51314

E Mqtt Bridge

Bilgi ["] Enable Bridge (changing this requires restart)

Figure 110 Other Settings Screen
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8.1.8.1 Client Settings
This section configures client session and security behavior:

Enable Client Auto LogofEnds client sessions that remain idle for a specified period.
Auto Logoff Timeout (Minutes)Sets the timeout period (e.g., "10" = 10 minutes of inactivity).

Don't allow multiple connection for same usePrevents simultaneous connections using the same
username.

Enable user blacklist after 3 failed login attempt&utomatically blacklists the IP after three failed login
attempts.

8.1.8.2 Redundancy Settings

This section configures how primary and backup servers operate for uninterrupted SCADA system
performance:

Redundancy Mode:

PRIMARY SERVER: The server acts as the main server.

BACKUP SERVER: The server acts as a backup.

Primary Server IPSpecifies the main server IP address if the current one is a backup.

Redundant Server Activation Timeout (seBefines the time (in seconds) before the backup takes over
after loss of connection to the main server.

Redundancy Communication Pofeort used for communication between main and backup servers
(e.g., 51314).

8.1.8.3 MQTT Bridge
Enable BridgeEnables the MQTT Bridge mode of the SCADA server.

Note: The server must be restarted for this setting to take effect.

This feature allows the SCADA system to exchange data with an external MQTT server.
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8.1.9 Information Screen

The Information tab shows the database usage status of the SCADA project running on the server. This

helps administrators track how much data has been generated and how much space it occupies over
time.

|_, ServerEngine 2.0.0 Betal0 - denemeeee

Sunucu  Ayarlar  Araglar

Al Toplam Kullanilan Veri Tabari Boyutu 9763 kB
Aktif Oturumlar]
o
Beyaz Liste
5
Kara Liste

Other Settings

‘.Bl‘lgf

Figure 111 Information Screen

Total Used Database SizZBisplays the total size of all logged data. Example: 9269 kB (approximately 9
MB)

8.1.9.1 Features
Database Managementacilitates tracking of archiving and cleanup needs to prevent database bloat.

Project Monitoring:Useful for longterm monitoring of data growth to plan system resource usage.
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8.2 Starting the SCADA Server
To start the ViewPLUS SCADA server, follow these steps:

1 Open the SCADA project in the ViewPLUS editor.
9 Click Tools > Start Server from the menu.

AEleES Pencere Yardim
Bul... Ctrl+K
ViewPLUS Client

a]
8
Il Sunucuyu Baslat k/ i
-

User Manager

. Scada Reporter

"% Data Manager

i @ Bilesen Yoneticisi

¥ Mgtt Bridge Tool

:LE% Projeji Derle ve Yayinla

A Download ViewPLUSClient Runtime
OPC Server Service L

- Etiket/Kanal Tanimlanimi Disa Aktar
. Etiket/Kanal Tanimlarini ige Aktar |

=

== |Import Tags From Excel
Kullanicilar Diga Aktar L

- .

Kullanicilan ice Aktar =

Harici L4

Secenekler...
Figure 112 Server Startup Option
The server will open a window to access the database information of the project. You must enter the

database username and password here. This step is required only for the first launch and is saved to the
configuration file thereatfter.
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- O X
Server Settings  Tools
[ ][ ][ ] ..... [] pebug Verbose
Control [INF] D3.06.2025 , 15:33:24 License info TagCount:Unlimited, Protocols: Modbus - RawSocket - IEC101 - [EC104 - SMMP - MQTT - DNP3 - TASE2[ICCP -
[INF] 03.06.2025 , 15:33:24 Remaining License Days: 1798
’ [OK ] 03.06.2025 , 15:33:24 All Init Done
[OK] 03.06.2025 , 15:33:24 Preparing project database connection. Please wait...
Tag Momitor
g
¥ Database Settings ? x
Alarms
Server Settings
ive Sessions Database /Schema denemeese
ServerAdress localhost
'
Lo—is e ServerPort 5432
> Database User MName postgres
Black List
Database User Password
Test Connection
Other Settings
Information
Ok | cancel |

W’ Active Connections: 0

Figure 113 Database Settings Window

1 When the server is started, it attempts to connect to field devices and launches a service that clients
can connect to.
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8.2.1 Starting via Desktop Shortcut
The SCADA server software can also be started independently of the editor using a desktop shortcut.

9 First, create a desktop shortcut to the ServerEngine.exe file.

< =l | b By VYonetici olarak calighr
i M Yonet in
“- 6 Skypeile paylas )
| Dosya Girig Paylas Goranum Uygulama Araclan R s o (i
)
i T <« Program Files » ViewPLUS > bin Baslangig'a sabitle
~ @ OneDrive'a Tag!
Ad -, L 3
s Hizh erigim % LtsQuickWidgets.dil & Edit with Notepad-++
I Masaisti [2 arsseriptdi Ej Microsoft Defender ile tara...
& indirilenter 1] Gr5Sql.dll =7 Do
& Belgeler 1] Qt55vg.dil 41 TortoiseSVN >
% OtsWebChannel.dll .
= Resimler ) B8 Argive elde..
|%] Qt5WebEngine.dil N i
.docusaurus u Argive ekle "ServerEngine.rar

i Ot5WebEngineCore.dll
g 9 Sikigtir ve e-posta gnder...
§ P 9

back-up [] Qt5WebEngineWidgets.dil : )
Documentation [5] CtsWebSackets.dll B8 Sistir "ServerEngine.rar’ ve e-posta gonder
IEC104_Deneme-R2 | Qt5WebView.dll & Yendex.Disk baglantisini kaydet
4 Ct5Widgets.dll - =
@ OneDrive - Persenal = % Igdll Gorev cubuguna sabitle
5] Qsoml, Onceki Strimleri Geri Yilkle
o Yandex.Disk %] OtcSsh.dll
|| gtwebengine_devtools_resources.pak I Gonder I > & Belgeler
& Bubilgisayar || gtwebengine_resources.pak Kes @ Bluctooth aygit:

J 3D Nesneler

|| qtwebengine_resources_100p.pak Kopyala :=8) Faks alicisi
=] Belgeler || qtwebengine_resources_200p.pak | I Masausta (kasayol olustur)
Kisayol olugtur

‘ indirilenler [®:] CtWebEngineProcess.exe “| Posta alicisi

0 si
Masausta L’ scadacore.exe
[ Masaustu ) Veniden adlandir

Sikigtinlrig klasar

| J" Mazikler .. ScadaReporter.exe = E TeamViewer
Resiml % SDXE4.dIl Ozellikler
esimler

= I | Ml ServerEngine.exe I as a=) RrguTara
B videolar [8:] snrpget.exe 5 Uygulama 28K
‘s erel Disk (C) [%] uninstallcoreservice.bat Windows Toplu Ig .. 1K
o Ag [%] uninstaliservice.bat Windows Toplulg ... TK
& UserManager.exe Uygulama 1482 K
1] Utils.dil Uygulama uzantisi 906 K

%] veruntime140.dIl

O ViewPLUSClient.exe

& ViewPLUSEditor.exe Uygulama TI0K »
< 2>

15965e 1 6gesegildi 415 KB =

Figure 114 Creating a Desktop Shortcut for ServerEngine.exe

Uygulama uzantisi

Uygulama

1 Then, in the shortcut's properties, add the path of the SCADA project to be run along with the
ySOSaalNE LI NFYYSGSNER Ay (GKS ac¢lNBSGé¢ FASERY
dir"C\f t NP 2S | fdtagtl NJ @2f dzh b

mNJY S KSRST 'IONPRabrafS ( RBYYiewPLUDiIN\ ServerEngine.exe"  -dir

oC\Userdmikrodew Desktopzamanlayici_etiketi_test-start
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/P ServerEngine.exe - Kisayol Ozellikleri X

Genel Ksayol Uyumluluk  Givenlik  Aynntlar  Onceki Strimler

"! ServerEngine exe - Kisayol

Hedef tir: Lhygulama

Hedef yer: bin

Hedef: Program Files'\ViewP LUS bin"ServerEngine exe']

Baglama yeri: |"C:'-.Program Files"WiewPLUS \bin" |

Kisayol tusu: | Yok |

Caligr: Nommal pencere v

Aglklama: | |
Dosya Konumunu Ag Simge Degigtir... Geligmig...

Figure 115 Shortcut Properties Target Parameter

1 Doubleclick the created shortcut to start the server for the specified SCADA project. Once running,
the server connects to field devices, opens a port for client connections, and starts logging data to
the database.

8.2.2 Automatic Startup (at Windows Boot)

SCADA Server can be configured to start automatically when the computer boots. This is achieved by
copying the server shortcut to the Windows Startup folder. In this way, when the user logs into
Windows, the SCADA server will automatically launch.

This method is especially ideal for users who want SCADA systems to operate continuously without
requiring operator intervention. The same approach can also be used for client applications.

9 Locate the previously created ServerEngine.exe shortcut on the desktop.
9 Copy this shortcut into the following folder:
ClUser§<Username¥AppDatdRoamingMicrosoft Windows Start MendProgram§Startup

This folder contains applications that are automatically launched when Windows starts.
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[v] = | Baslangig - a X
m Girig Paylas Gorandm 0
= v 4 <« Baglat Menisi » Programlar » Baslangig v 0 Baglangig klas6rande ara
Ad Degistirme tarihi Tiir Boyut
s Hizh erigim "
»§ ServerEngine.exe - Kisayol 5.05.2023 10:29 Kisayo 2KB
I Masaiisti : 9 y -
¥ indirilenler
|| Belgeler

| Resimler

Anriiesire

Figure 116 Copying ServerEngine.exe Shortcut to the Startup Folder
8.2.3 Running as a Windows Service

The ViewPLUS SCADA server can be run as a service on the Windows operating system. With this
method, the server operates silently in the background and can start automatically even if the system is
rebooted without requiring a user to log in. This setupeisommended for systems that demand
uninterrupted operation.
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8.2.3.1 Installation Steps

Service Installation:
First, the server service component must be installed. Rititk on the installcoreservice.bat file
located in the bin folder of ViewPLUS SCADA and select Run as Administrator.

lisPC » Local Disk (C:) » Program Files » ViewPLUS » bin

-

MName Date modified Type
B DriverApiWriter.exe 3/ Application
[ DriverDatabase.exe 3/ Application
[®5] DriverDNP3.exe 3/ Application
[ DriverGlobalDatabase.exe 3/ Application
[ DriverGrupModbus.exe 3/ Application
[#=] DriverlCCP.exe 3/6/ Application
[#=] DriverlEC104.exe 3/ Application 79 KB
[®5] Driver)Script.exe 3/ Application 53KB
[ DriverMacro.exe 3/ Application 56 KB
[ DriverModbus.exe 3/ Application T5KB
[ DriverModbusROT.exe 3/ Application 4 KB
[ DriverMatt.exe 3/6/ Application 66 KB
[ DriverRawdata.exe AR AT R . 53 KB
[®5] DriverSnmp.exe Open 51KB
[&] DriverSoapWebApil Edit 150 KB
|4 ExtensionSystem.d Print n. 200 KB
ﬂ icudtl.dat Lg Run as administrator 10,260 KB
installcoreservice.b, Share with Skype File 1KB
installservice.bat | @ Move to OneDrive File TKB
%] intl.dil [&f Edit with Notepad++ ... 142 KB
kill.bat 3 Scan with Microsoft Defender... File 1KB
[] tang |£ Share 4 KB
L.anguageUtlls.dII 41 TortoiseSVN 5 ... 46 K_B
liberypto-1_1-x64.d ... 3,328 KB
%] libeay32.dil £ Arsive ekle.. n... 1,624 KB
|:] libecpg.dil B8 Arsive ekle "installcoreservice.rar” n... 24 KB
|:] libecpg_compat.dll m Sikigtir ve e-posta gdnder... n... 23 KB
% libEGL.dIl B Siastir “installcoreservice.rar” ve e-posta génder ... 25 KB
libGLESv2.dll o Copy link to Yandex Disk ... 3,306 KB
libiconv-2.dIl ... 1,460 KB
1 libintl-8.dll Restore previous versions - 670 KB
2] tibintl-9.di Send to > e 465 KB
%] libpgtypes.dil ... T2KB
) libpg.dil cut - 281 KB
libssl-1_1-x64.dll Copy n. 666 KB
libwinpthread-1.dll Create shortcut ... 52 KB
%] libxmi2.dil &) Delete ... 2,234 KB
4] libxsit.dil %) Rename .. 395 KB
1] libremn Al n 100 KR
d 709 bytes Properties

Figure 117 Running installcoreservice.bat File
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Defining a System Environment Variable:
To define which project the server will run, a system environment variable must be created:
9 D2 (2 G4KS {GFNI YSydz h 2LISYy b9RAUG GKS &deaidSy Sy«

T In the window that opens, click on Advanced > Environment Variables

Computer Name Hardware System Protection Remote

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...

User Profiles
Desktop settings related to your sign+n

Settings...

Startup and Recowvery
System startup, system failure, and debugging information

Settings...

’? Environment Variables...

QK Cancel Apply
Figure 118 System Environment Variables

1 Inthe "System variables" section, click on New.
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User variables for mikrodev

Variable

OneDrive
OneDriveConsumer
Path

TEMP

TMP

Value

ChUsersimikrodeviOnelrive

Ch\UsersimikrodeviOnelrive

ChUsersvmikrodeviAppDatat Local\Microsoft\WindowsApps; ChUs...
ChUsers\mikrodeviAppDatat Local\ Temp
ChUsers\mikrodeviAppDatat Local\ Temp

Mew. Edit... Delete
System variables
Variable Value 2
ComSpec C\Windows\system32\crd.exe
DriverData C\Windows\5ystemn32\Drivers\DriverData
MOSCUITTO_DIR CA\Program Files\mosquitte
MNUMBER_OF_PROCESSORS 8
0s Windows NT
Path C\Program Files (x86)"WMware\WhMware Workstation\bin'; C:\Wind...
PATHEXT COM: EXE: BAT..CMD-.VBS: VBE: J5: JSE: WSF- WSH:.MSC ¥
oK Cancel

Figure 119 Defining a New System Variable
1 Define a new variable as shown below:

Variable nameVPLUS_SCADA DIR

Variable value<Full path to the project folder>

Example:

Variable name: VPLUS_SCADA _ DIR

Variable value: @JserdmikrodewDesktopnSCADA_Projem

Click OK in all open windows to save the variable.
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Variable name: | VPLUS_SCADA_DIR |
Variable value: | ChUsers\mikrodevi Desktoph Musteri SCADA F'ru:uje\TEi\TEI_SCADA_EXP\tEi_ems |
Browse Directory... Browse File... oK Cancel

Figure 120 Adding New System Variable
Starting the Service:
Once the installation is complete, go to Task Manager > Services tab.

Find the service named VPlusScadaService-clgttit, and select Start.
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s

File Options View

Processes Performance App history Startup Users Details Services | ]
MName - PID Description Status Group “i
“upnphost UPnP Device Host Stopped LocalServiced.., ]
S UserDataSve User Data Access Stopped UnistackSveGr... |
o UserDataSve_508c0bbff 37132 Kullamc Verilerine Erigim_306c0bbff Running UnistackSveGr...

i UserManager 1932 User Manager Running netsves

o UsoSve 1336 Update Orchestrator Service Running netsves

G Vachve Velumetric Audic Compositor Service Stopped LocalServiceM...

S VaultSve 932 Credential Manager Running

G wds Virtual Disk Stopped

o VMAUthdService 4636 Vihware Authorization Service Running

o vmicguestinterface Hyper-V Guest Service Interface Stopped LecalSystemDM...

S vwmicheartbeat Hyper-V Heartbeat Service Stopped ICService \
S vmickvpexchange Hyper-V Data Exchange Service Stopped LocalSystemM... f
fr vicrdy Hyper-V Remote Desktop Virtualization Service Stopped ICService

S vmicshutdown Hyper-V Guest Shutdown Service Stopped LecalSystemDM...

Lo vmictimesync Hyper-V Time Synchronization Service Stopped LocalServiceM..

e vmicvimsession Hyper-V PowerShell Direct Service Stopped LocalSystemM...

Cp VIMICYSS Hyper-V Volume Shadow Copy Requestor Stopped LocalSystemM...

S VMnetDHCP 4708 Yiware DHCP Service Running

o VMUSBArbService 4692 Wiware USE Arbitration Service Running

S VIWlware NAT Service 4788 Wiware NAT Service Running

o VmwareAutostartService VMware Autostart Service Stopped

~VPlusScadaService 24404 YPlusScadaService Running

G VS5 Velume Shadow Copy Stopped

e W3ZTime 20376 Windows Time Running LocalService

o WaaSMedichve Windows Update Medic Service Stopped WUSVCS

o WalletService WalletService Stopped appmodel

S WarplITSve WarplIT5ve Stopped LocalServiceM...

: whengine Block Level Backup Engine Service Stopped

fr WhioSrve 12540 Windows Biometric Service Running WhioSvcGroup

S Wemsve 1620 Windows Coennection Manager Running LecalServiceM...
CWenesve 20240 Windows Connect Mow - Cenfig Registrar Running LocalServiced..

o WdiServiceHost 5548 Diagnostic Service Host Running LecalService

S WiliSystemHost 14720 Diagnostic System Host Running LocalSystemM...

feor WdNisSwve 14640 Microsoft Defender Antivirus Metwork Inspection Service Running

s WebClient 14968 WebClient Running LecalService

S Wecsve Windows Event Collector Stopped MetworkService

S WEPHOSTSWC Windows Encryption Provider Host Service Stopped WepHostSveG., |,

Figure 121 Starting the Windows Service
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9 ViewPLUS Scada Client

The ViewPLUS SCADA client allows users to connect to the SCADA server and view and control defined
projects.

To establish a connection, a username, password, server IP address, and port number must be entered.
New users can only be defined through the SCADA editor.

Once user authentication is completed, an encrypted connection is established between the client and
the serverand the main screen defined by the server is loaded on the client.

The pages and elements displayed on the client are filtered according to the permissions defined for the
user.

Navigation to pages for which the user does not have access is not allowed,

and visual components associated with tags that are not within access rights are disabled.

= Mikrodev ViewPLUSClient 0.9,147 - O X

= Application Settings Tools Window Help

nn

127.0.0.1:3344

Figure 122 Client Interface
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9.1 Basic Interface Elements

No Component Description
1 Username Username defined in the SCADA system
2 Password Password of the user authorized to log in
3 IP and Port IP address and port of the server computer
4 Login Connect to the server using login credentials
5 Remember User Saves the last used user information
6 Profiles Previously saved user profiles
7 Toolbar Manages the visibility of the left panel
From the application menu, you can save thg
8 Application current user profile, log out of the session, o
exit the application completely.
From the settings menu, you can select the
. language, manage visual indications of
9 Settings g g. . g .
connection interruptions, control cache
settings, and disable the alarm sound.
Provi ick he report screen
10 Tools o. des quick access to the report screen o
project pages from the tools menu.
From the window menu, you can maximize t
11 Window screen, split the active page, zoom in/out, or
arrange the layout of alarm windows.
From the help menu, you can enable debug
12 Help mode and view version information of the
client software.
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9.2 Top Menu Items

9.2.1 Application Menu

Ayarlar Araclar Pencere Yardim

Mewvcut Profili Kaydet
Yazdir

Cikig
Oturumu Kapat

Save Current ProfileCreates a new profile using the session information.

Print: Initiates the print process for the active SCADA page. Offers options to send directly to the printer,
save as PDF, or export as a PostScript file.

Exit: Closes the client application.

Log Out:Terminates the active connection with the server.

108 ViewPLUS SCADRrogramming Manual



9.2.2 Settings Menu

Uygulama [Ayatlar| Araclar Pencere Yardim
v'| Baglanti Hata Bildirimi
Mevcut Sayfayl Onbellege Al

Onbellek Klasarind Temizle

V| Son Ziyaret Edilen Sayfay Hatirla
Alarm Sesini Kapat

il

LanguageSelect Turkish / English interface

Draw Connection Error LayouRisplays a warning through components when the connection is lost
Cache the Current PagEnables page caching

Clear Cache Folde€lears the local cache

Remember Last Visited Pag&utomatically redirects to the last visited page after reconnection
Disable Alarm Soundisables audible alerts

9.2.3 Settings Menu
= Uygulama Ayarlar |[Araglarl Pencere Yardim

Raporlar

Sayfalar

Reports:Opens the reporting module

PagesDisplays the project pages
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9.2.4 Window Menu

= Uygulama Ayarlar Araglar [PEéneere| Yardim

W Tam Ekran

Simdiki Sayfay Ayir

Suna dlgeklendir ...

Yakinlagtir +
Uzaklagtir

Gezinti Panelini Gaster
Alarmlan Alth Ustld Bal
Alarrmlan Yan Yana Bal

Balmeleri Kaldir

Full ScreenDisplays the application in full screen
Detach Current Pagdisplays the page in a separate window
Scale / Zoom In / Zoom Outdjusts the display settings

Show Navigation PaneDpens or hides the navigation panel (page selector). This panel allows quick
switching between usedefined SCADA pages.

Split Alarms Displays alarms in a bottom or side panel

Remove Pane<Closes the open alarm windows
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9.2.5 Help Menu

= Uygulama Ayarlar Araglar Pencere [Yardim

Vardim igerigi

Hata Ayiklama Penceresi Ctrl+Shift+D

License Information

Hakkinda ViewPLUSClient

Help Content Opens a custom help link defined via the SCADA editor. Directs the user to the specified
document using the default web browser.

Debug Window Can be opened using the Ctrl + Shift + D shortcut. Displays the IDs and values of tags on
the page. Primarily used for project testing and error identification.

License InformationDisplays the current license details, including validity period and granted
permissions, if applicable.

About ViewPLUSClien€ontains version information, build number, and company details of the client
software. Serves as a reference for technical support requests.

Note: The "Help Content" link is a custom URL defined in the editor. It can be configurrdjeiet >
Client Options > Custom Help Link for Clients
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SCADA Sayfalan |  Project Configuration | Goranom Ayarlan |

m}m istemci Secenekleri

SCADA Editori

Varsayilanlan Geri Yilkle

iket Kanal Editori

Badlant Hatas Zaman Agimi

Badlant Hatas Arkaplan Rengi
Badlant Hatas: Yaz Rengi

Erigim Engel Uyans: Arkaplan Rengi

Erigim Engel Uyanisi Yaz Rengi

Ozel TkonfYaz

Raporlar Q| |l | [raporlar |
Alarmiar Q| | | [alarmiar |
WebGarinima | €3 | |[e. | [webGsrantma |

Custom Sounds

Alarm Level1 0 | |

Alarm Level2 0 | |

Alarm Level3 0 | |

Diger

[] pisable Page Selector Panel

Custom Help Link For Clients |htb:|s:ﬂdocs.mikrodev.mm |

Webview Default Home |htb:|s:ﬂdocs.mikrodev.mm |

Figure 128 Defining Custom Help Link for Clients
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9.3 Left Navigation Panel

When the ViewPLUS SCADA client is launched, this panel appears on the left side of the screen and
provides the user with quick access to project pages, alarm management, report screens, and custom
links. The options displayed in the panel may change dysinibased on the user's access rights.

= Uygulama Ayarlar Aragla

Tab Description

Lists all "Page Tab" type pages defined in the SCADA project. The user ¢
Page only the pages they have access rights to. In the current example, only on
page is defined, so only one option is shown.

Used to monitor active alarms across the system. Alarm history, active alg
Alarmlar and alarms assigned to the user can be tracked in detail through this tab.
more detailed explanation will be added later.)

This section is used by assigning a custom web link for the client. A web ¢
configured via the editor is displayed here as an icon. When the user click
this tab, the specified web page opens in the default browser. It is commag
used for linksa technical documents, company websites, or customer pori

WebView

Displays the reports generated from SCADA system data logs. Defined re
Reports templates, records based on time intervals, and export operations are
managed through this tab. (A more detailed explanation will be added late
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Note:¢ KS &2S0 +AS¢g¢e tAYy]l Aa I Odzadz2y ! w[ RSTAYSR
Options > Default Web View Homepage menu.

denemeeee

H SCADA Sayfalan |  Project Configuraton | Gérinim Ayarlan |
el
SCADA Editori

m @pm Istemci Secenekleri

Projeler

’*‘ . Varsayllanlan Geri Yiikle
Etiket Kanal Editora

Badlant Hatasi Zaman Asimi |3053niye | Ornek

Badlant Hatasi Arkaplan Rengi
Badlant Hatasi Yaz Rengi

Erisim Engel Uyans: Arkaplan Rengi Erigim Hatas!

3“‘

Erigim Engel Uyanisi Yaz Rengi

6zel Tken/Yaz

Raporlar Q| |[... | [Raporlar |
Alarmiar Q| [ [marmlar |
webGsranamii | €3 | |[-.. | [webGsrancma |

Custom Sounds

Alarm Levell | €3 | |

Alarm Level2 | €3 | |

Alarm Level3 | €3 | |

Diger

[ pisable Page Selector Panel
/

Custom Help Link For Clients |htq:|s:,|f,|fdocs.mlkrodev.com K

Webview Default Home |hth:|s:ﬂdocs.milcrodev.oom

Figure 130 Adding Default Link for Web View

9.4 ViewPLUS Client Alarm Screen

In the ViewPLUS SCADA system, alarm monitoring can be performed from both the client and server
(Server Engine) interfaces. The alarm structure consists of three main sections: active alarms, alarm
history, and alarm configurations.
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9.4.1 Active Alarms Tab

This area displays the alarms triggered in the system in real tim

Figure 131 Active Alarms Tab

9 Alarm details such as name, description, priority level, acknowledgment status, alarm time, and user
information are shown in detail in separate columns.

Alarms are categorized into 4 sound levels based on their priority. Silent alarms can also be defined.
Each alarm remains active until it is acknowledged.

Alarms can be exported (.csv, .html, .xml, etc.).

1 Rght-clicking an alarm allows direct access to the associated SCADA page.

= =4 =4

9.4.2 Alarm Logs

All historical alarms are stored in this tab.

Olay Zaman: B

Alarm Ki fewcut D f Ti Degeri 1
ol i T | VeriDeger  KawtKimig |

Figure 132 Alarm Logs Tab

1 Alarms are categorized in detail by event type (Triggered, Acknowledged, Removed, Recovered).
1 Old alarms can be filtered and exported.
1 With the "Load More" feature, past database records can be loaded.
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9.4.3 Alarms on the SCADA Page

The alarm screen can be pinned below or beside the SCADA page:

ar IPencere Yardim

. Tam Ekran

Simdiki Sayfayr Ayir

Suna dlceklendir ...

Yakinlastir + L

E Uzaklastir - !

Gezinti Panelini Goster

Alarmlar Alth Ustla Bal
Alarmlan Yan Yana Bol

Bolmeleri Kaldir

Figure 133 Displaying Alarms on the SCADA Page

1 Window > Split Alarms Vertically
1 Window > Split Alarms Horizontally
9 Window > Close Panes to remove
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9.5 ViewPLUS SCADA Reporter Screen

The Reporter tool is used to view and analyze trend data recorded by the SCADA software. Reporting is
performed on three main log types: tag logs, alarm logs, and event logs.

To access the Reporter screen, follow these steps:

1. Start the server in your project.
2. Launch the ViewPLUS Client application.
3. Click the "Reporter” tab on the left sidebar.

Note: If the "Reporter” tab does not appear in the left sidebar, ensure that the loggeder has the
necessary permissions to access the reports.

= Uygulama Ayarlar Araglar Pencere Yardim

Mikrodev SCADA Reporter

Etiket Loglari Alarm Loglari

Mi¢IODEV"

Figure 134 Reporter Screen
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9.5.1 Tag Logs

Tag logs represent the tireased data recorded for tags with logging enabled in the Tag Channel Editor.
These logs can be filtered by station, time, and statistical parameters and reported in tabular or
graphical format.

9.5.1.1 Tag Selection

Tags are grouped by station and listed accordingly. Only tags with logging enabled are displayed.

Doubleclicking on a tag adds it to the right panel. Tags can be removed individually or all at once using
the "Clear List" option.

& Mikrodev ViewPLUSClient 0.9.154 = [m] x
= Uygulama Ayarlar Araglar Pencere Yardim
ETIKET LOGLARI

| [ Alani bos olan etketleri
Etiket Kimligi Etiket Ad1
eger

deg
deger
degy

JE— J—

Figure 135 Tag Selection Screen

9.5.1.2 Viewing Tag Logs
Tag values are presented either graphically or in a table view. Two key parameters can be selected:

1 Time Range Selection:

Between:Select two dates.

Within Last:Specify a time range such as hours/days/weeks retrospectively.
Time/Date: A specific timestamp.

Before Timefrom today backwards.
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ar Araglar Pencere Yardim
ETIKET LOGLARI

Figure 136 Time Range Selection for Tag Logs
9 Data Type Selection:
All Data:Displays all recorded values.

Statistical:Displays average, max, min, total, delta, median.
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9.5.1.3 Managing Graphs
Show LabelDisplays the tag name and its color on the graph.

B Mikrodev ViewPLUSClient 0.0.154 - =] %

= Uygulama Ayarlar Araglar Pencere Yardim

ETIKET LOGLARI

1.07.23
00000

{Agikiamay gosterfm e

Figure 137 Show Label Option

Add New TrendAdds a comparison graph.

B Mikrodev ViewPLUSClient 0.9.154 - a X
g Ayarlar Araclar Pencere Yardim
ETIKET LOGLARI

@ " 7 (i
glvent Trend el yika

frreery =g LIt Lesze

p) - e . 2 SV -

Figure 138 Add New Trend Option
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Show/Hide:Toggles visibility of the graph line.

B Mikrodev ViewPLUSClient 0.0.154 - a x

= Uygulama Ayarlar Araclar Pencere Yardim

ETIKET LOGLARI
. - - [ < uvas = Filtrevi kav

1.07.23
00000

o .
[3 [T e,
Gster/gizle:

Figure 139 Show /Hide Option

Fill/Clear:Fills or clears the area below the graph line.

3 Mikrodey ViewPLUSClient 09,154 - o x
= Uygulama Ayarlar Araglar Pencere Yardim
ETIKET LOGLARI
. - - |« uvau * Filtrevi kav

=
o
| - D pa ~ L=
Doldur/temizle

Figure 140 Fill/Clear Option
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Join PointsAdjusts the line connection style for data points.

B Mikrodev ViewPLUSClient 0.0.154 - =] %

= Uygulama Ayarlar Araglar Pencere Yardim

ETIKET LOGLARI

Figure 141 Join Points Option

9.5.1.4 Saving the Graph
Graphcan be saved as screenshots in PNG format using the "Save Graph" option.

ygulama Ayarlar Araglar Penc
ETIKET LOGLARI

Folders (7)

30 Objects

i Documents

v I This BC

A i)

Save as type: |Resimler (.png "jpg "brp " pef)

A Hide Folders

Figure 142 Save Tag Logs as Graph
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9.5.1.5 Exporting Data
Switchto table view to export data in HTML, XML, XLSX, or CSV format.

B Mikrodev ViewPLUSClient 0.9.154 —- o x
= Uygulama Ayarlar Araglar Pencere Yardim
ETIKET LOGLARI

13.07.2023 09:30:46 deger1 1

Figure 143 Export Tag Data

9.5.1.6 Saving Filters

Filter parameters can be saved with a custom name using the "Save this filter" option for later reuse.

B Mikrodev ViewPLUSClient 0.9.154 - a X
= Uygulama Ayarlar Araglar Pencere Yardim
ETIKET LOGLARI
6'3"1 [ Araiicta L 1> 07 02509:0 ~ 13072073 03| - [ T ve LS 'ﬁlﬁevikav
WD o G

il o Qe e ke |
13.07.2023 05:30:46 deger1 1

e o (100 e [ I

Figure 144 Save Filter for Tag Logs
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9.5.1.7 Linking Saved Filter to SCADA Object

A saved filter can be copied via righick and linked to an object in the editor screen. When the linked
object is clicked, the report screen opens with the predefined filter applied.

9.5.2 Alarm Logs

Alarms generated in the system can be monitored via the Alarm Logs section of the Reporter screen.

9.5.2.1 Selecting Alarms to Display on the Reporter Screen

Alarms created in the ViewPLUS SCADA Editor are listed on the alarm selection page. The alarm list can
be filtered in various ways according to alarm properties. Alarms to be reported are selected by-double
clicking items in the left panel. Selected alarappear in the right panel.

To open the report screen for the selected alarms, click the "Start Reporting" button in the bottom right
corner.

To delete a specific alarm from the right panel, select the alarm and press the Delete key. To remove all
alarms, select "Clear List."

B Mikrodev ViewPLUSClient 0.9.154 - o x
= Uyg Ayarlar Araglar Pencere Yardim

ALARM LOGLARI

Figure 145 Alarm Selection Screen
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9.5.2.2 Viewing Alarm Logs

When the report page is first opened, the selected alarms are displayed in a table format for a specified
time range.

M USClient 0.9.154 - a *

g Ayarlar Araclar Pencere Yardim
ALARM LOGLARI

Figure 146 Viewing Alarm Logs
1 Time Range Selection:
Between:Two different dates are selected.
Within Last:Choose hour, day, week, etc., and calculate time backward from the current date/time.

Date/Time: A specific date and time is selected.

Before Timet A YS Aa OF f Odzf SR NBUGUNRALISOH ARISE 24 TNB NYINE 2 &Y
days ago.

Once the appropriate filter option is selected, click Apply on the right.

v ViewPLUSClient 0.9.154 - o x
gulama Ayarlar Araglar Pencere Yardim
ALARM LOGLARI

D073 102420

Figure 147 Time Range Selection for Alarm Logs
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9.5.2.3 Exporting Data

Based on the selected parameters, data can be exported in various formats. Use the buttons at the top
of the report screem HTML, XML, XLSX, €S export data.

ar Araclar Pencere Yardim

203.07.13 102420

Figure 148 Exporting Alarm Logs

9.5.2.4 Saving Filters

Selected parameters must be applied at least once. Then, use the "Save this filter" option to name and
save the filter. The saved filter will appear in the filter menu on the right, specific to the user account.

B Mikrodev ViewPLUSClient 0.9.154 - o x
= Uygulama Ayarlar Araglar Pencere Yardim
ALARM LOGLARI

R.0T13 102420

Figure 149 Saving Filters for Alarm Logs
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9.5.2.5 Linking Saved Filters to SCADA Objects

Asaved filter can be copied via rigtlick and linked to SCADA objects in the Editor. When the linked
object is clicked, the report screen will open with the predefined filter applied.

9.5.3 EventLogs
User actions can be monitored in the Event Logs section of the Reporter screen.

‘ B Mikrodev ViewPLUSClient 0.9.154 - [} X
= Uygulama Ayarlar Araglar Pencere Yardim

¥ Mikrodev SCADA Reporter

4

EtiketLoglari AlarmLoglari

Mi<IODEV"

Figure 150 EventLogs
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9.5.3.1 Viewing Event Logs in the Reporter Screen

When the report page is first opened, all user actions are displayed in a table. Actions such as login IP
addresses, writing values to tags, report page access requests, the hames of tags for which write
requests were made, and the timestamps of these ¢sean be seen.

1 Selecting a Time Range:

Interval: Two different dates are selected.

Within Last:Choose hour, day, week, etc., and calculate time backward from the current date/time.
Date/Time: A specific date is selected.

TimeAga Time is calculated retrospectively from today.

B Mikrodev ViewPLUSClient 0.9.154 a x
= Uygulama Ayarlar Araclar Pencere Yardim
OLAY LOGLARI

[
Himi eAkar Xl e Aklar  Excel eAdar  CSV e AMar

e

13.07.2023 10:59:... admin 127.00.1 ReportsonReguest  Report Json Data Ta... -1
13.07.2023 10:58.. admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 10:58:... admin 127.00.1 VeriYazmaTalebi 0igin etiket degper... deger2
13.07.2023 1058.... admin 127.00.1 KullaniciYetidlendi. A
13.07.2023 1057.... admin 127.00.1 VeriVazmaTalebi 1igin etiket deger... deger2
13.07.2023 1057.... admin 127.00.1 KullaniciYetidlendi, =
13.07.2023 10:50-... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 10:46:... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 10:46-... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 10:46:... admin 127.00.1 ReportisonReguest  Report Json Data Ta.. -1
13.07.2023 10:31=... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 1031.... admin 127.00.1 ReportlsonRequest  Report Json Data Ta... -1
13.07.2023 1031-... admin 127.00.1 ReportlsonRequest  Report Json Data Ta... -1
13.07.2023 10:31.... admin 127.00.1 ReportlsonReauest  Report Json Data Ta... -1

Figure 151 Selecting Time Range for Event Logs
After choosing the appropriate filter, click Apply on the right.

Note: If the "Auto Update" option on the right of the Apply section is checked, the event log screen will
refresh automatically.

9.5.3.2 Exporting Data

Data in the table can be exported using the html, xml, xIsx, csv buttons located at the top of the
Reporter screen.

& Mikrodev ViewPLUSClient 0.9.154 - o x
= Uygulama Ayarlar Araglar Pencere Yardim
OLAY LOGLARI

] (] =
HIMeARar Xl eAMa Exsl sAUM  CSVeAMar

13.07.2023 110 1
13.07.2023 11:00-... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 11:00:... admin 127.00.1 ReportisonRequest  Report Json Data Ta... -1
13.07.2023 10:59:... admin 127.00.1 ReportlsonReguest  Repart Json Data Ta... -1
13.07.2023 10:58-.. admin 127.00.1 ReportlsonRequest  Report Json Data Ta... -1

ReportisonRequest  Report Json Data Ta... -

127.00.1

13.07.2023 1058.... admin 127.00.1 VeriYazmaTalebi 0igin etiket deger... deger2
13.07.2023 10:58-... admin 127.00.1 KullaniciYetidlendir .
13.07.2023 10:57:... admin 127.00.1 VeriVazmaTalebi 1igin etiket deger... deger2
13.07.2023 10:57-... admin 127.00.1 KullaniciYetlalendir, -1
1207 ANED  admin 70 Bannricant Darmuact Dannet lonn NataTa 1

Figure 152 Exporting Event Logs

9.5.3.3 Saving Filters

Used parameters can be saved with the "Save this filter" option for future reuse. Filters are saved per
user account.
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10 Component Manager

The "Component Manager" is an editor used in ViewPLUS SCADA projects to organize visual elements,
define new components, and create projespiecific component libraries. With this manager tool,
component files with the .comx extension can be defined, asdal animations can be integrated into

the SCADA interface.

The application can be launched from the Tools menu on the main SCADA screen by selecting

Component Manager.

- WIETOOEY VIEWFLUS
le Pencere  Yardim
Bul...

WiewPLUS Client
Sunucuyu Baglat

=& E 3

User Manager

.. 5cada Reporter

P

“  Bilesen Yoneticisi
@ Magtt Bridge Tool
@ Projeji Derle ve Yayinla

A Download ViewPLUSClient Runtime
OPC Server Service

; Etiket/Kanal Tanimlann Diga Aktar
Etiket/Kanal Tanirnlann ice Aktar

ta Import Tags From Excel

» Kullanicilan Diga Aktar
Kullanicilan Ige Aktar

Harici

Secenekler...

Ctrl+K

Fﬂ

Figure

153 Accessing the Component Manager

When the program is launched, the main screen appears as shown below.

This screen includes the component folder, the list of existing components, and action buttons.
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@ Bilesen Yaneticisi Ver 1.0.0 - O x

Bilesenklasdri

|C : JUsers fmikrodev/denemeees fcomponents/

l - f¥eni Bilesen J & ||-‘ lesen adini filtrele...

#4 Bileseni Sil

Bilesen Adi

Bilesen Kategorisi
Bilesen UID

Bileseni Diizenle

Figure 154 Component Manager Main Interface

1 Component Foldertndicates the directory where the project components are located.
1 New ComponentlUsed to define a new component.

1 Delete ComponentPermanently deletes the selected component.

1 Filtering FieldAllows filtering among existing components by name.
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10.1 Defining a New Component

When the "New Component" button is clicked, the component definition window opens.

% Bilesen Tanimlama ? Y

Ozellikler

Bilegen Adi | |

Bilesen Kategorisi | |

Warsayilan Genislik 100 ilk Remin Boyutlarin Kullan
Varsayilan Yikseklik 100
Resimler

‘Yeni Resim Ekle:

&
hd
R

OK Cancel

Figure 155 Component Definition Screen
Component NameThe name to be assigned to the new component.

Component CategoryThis field specifies the group to which the component belongs. Multiple
components can be defined under the same category name.

Default Width/Height: The component's size on the interface.

''aS CANE G WhahlseleSt@athe LomboBent's size is automatically adjusted according to the
dimensions of the first added image.

Images AreaThis area is where the visuals (.png, .jpeg, .gif, .svg) belonging to the component are
uploaded and ordered.
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Note: The "index" values corresponding to the images determine which image is displayed on the
SCADA screen based on the tag value. For example, if the tag value is "2", the image under index 2 will
be displayed.

W7 Bilesen Tanimlama ? >

Ozelikler

Bilesen Adi |Lightal_oo1 |

Bilesen Kategorisi |Light |
Varsayilan Genislik ilk Remin Boyutlanm Kullan
Varsayilan Yikseklik

Resimler

Yeni Resim Ekle:

i
W 3 Indeks: 0
A
8 Indeks: 1
0 Indeks:2
8 Indeks: 3

0 Indeks:4

Corcel

Figure 156 Example Component Definition Screen
Components under the same category are listed as a group in the SCADA editor.
Components can be used as elements in screen design and can be associated with animations.

Existing components can be edited by adding or removing images.
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11 SCADA User Manager

In the ViewPLUS SCADA system, user management, access rights control, and group definitions are
carried out through the User Manager interface.

To create a user and perform necessary configurations in ViewPLUS, go to the Tools tab and select
Launch User Manager.

Dosya Dizenle Pencere  Yardim

Bul... Ctrl+K
ViewPLUS Client

Sunucuyu Baglat

y w  User Manager
.;" ,-. Scada Reporter
", Data Manager
r"‘ Bilesen Yéneticisi
Etiket Kanal Editori Matt Bridge Tool

Projeji Derle ve Yayinla
Download ViewPLUSClient Runtime
OPC Server Service 4

Etiket/Kanal Tarirmlanni Dhga Aktar
Etiket/Kanal Tanimlanni Ige Aktar
Import Tags Frem Excel
Kullamicilan Diga Aktar
Kullamicilan Ige Aktar

Harici 4

/U

Segenekler...
W Escalator_007
M Lift_001
4 UpDownArrowBlack_001
UpDownirrowWhite_001

Figure 157 Opening the User Manager
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11.1 Creating a New User

Click the New User tab and fill in the required parameters to create a new user. The created user will
appear under the username in the Users tab.

Dosya Dizenle Dil Yardim

& Veni Kullanici

duee . Kullaria Adi [ ‘

| username S
s Isim
admin
Soyisim
’\‘ sifre

ErisimHaklar Sifre(Onayla)

Eposta user @user.com E—

Telefon Numaras: | +30-0000-0000000 F

oK | cancel

Alzrm | huanlarm anacts ila Candar

Figure 158 Creating a User

User Creation Interface:

Username:The username used to log into the SCADA system. It must be unique.

First NameThe user's first name. This can appear in visualizations and reports.

Last NameThe user's surname.

PasswordThe password the user will use to log in. A secure password should be chosen.

Confirm PasswordA repeated entry of the above password for verification.

Email:The user's email address. System notifications and alarm alerts can be sent to this address.

Phone NumberThe user's phone number. Especially useful for alarm notifications or user identification.
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11.2

Users Tab

In ViewPLUS SCADA, the Users tab is used to manage users, control access rights, and define group
structures via the User Manager interface.

Dosya Dizenle

Dil  Yardim

Kullamcilar

Filtrele

username

admin

KullamiaVerisi

Genel | Kullanio Erism Hakla  Oye Olunan Gruplar
Kullania

V| Akt

Kullara  |admin

isim admin

Soyisim  [admin

Yetkiendirme

Dijer
Telefon Numarasi | +90-0000-0000000
Eposts admin@admin.com

¥ LeftPane Active

Abonelikler

Alarm Uyarianni -posta ile Gonder

Gzel Roller

| Raporlara Erisim
Misafir Erisiebii sayfalar (izerinde sadece izleme hakkina sahiptir)

V| Yénetici(Tiim sayfalar iizerinde okuma/yazma hakkina sahiptir)

Figure 159 General User Settings

Sifreyi Dedistr

Alarm Abonelikeriri Segin

Active: Indicates whether the user is active in the system. If unchecked, the user cannot log in.

User:The username (nerditable).

Name / SurnameThe user's full name. Appears in reports and logs.

Authorization: Allows password changes for existing users.

Phone Number / Emaildser contact details. Alarm naotifications are sent via the defined email address.

Left Pane Active5 SGSNXY¥YAySa ¢6KSGKSNI KS

(s}

(/151 [tASydoa f

Send Alarm Alerts via Ematkends alarms assigned to the user via email. The email address must be

valid.

Select Alarm Subscription®efines which alarm lists the user can monitor. Only selected alarms will be

shown.

Access to ReportAllows access to the Reporter screen in ViewPLUS Client. If not selected, the
"Reports" tab will not be visible.

Guest:The user can only view accessible pages without control or write permissions.

Administrator: Has full read/write access to all SCADA pages and tags. This is the most privileged user

role.
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11.3 User Access Rights

Which pages and tags a user can see or interact with in SCADA screens are determined by access rights.
These can be assigned on a page, tag, or object basis and are configured under the User Access Rights
tab in the user definition screen.

11.3.1  User Access Rights Tab
This tab lists all predefined access rights in the system (Right1, Right2, ..., Right48).

[ —
KullanaVerisi

Genel Kullara Erigim Hakka Uye Clunan Gruplar

Tersine Cevir Tim Hichiri

Id Erigim Hakk
Right1
Right2
Right3
Rightd
Right3
Rightf
Right7
Right2
Rightd
Right10
Right11
Right12
Right13
Right14
Right15
Right16
Right17
Right18
Right19
Right20
Right21

(=T == RN = RN R R

]
P e e s

Figure 160 Defining User Access Rights

9 All: Selects all access rights.
1 None Clears all selections.
9 Invert: Inverts the current selection.

These rights are used in the page and tag access windows explained below.
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11.3.2  Tag Access Rights i Tag Channel Editor

In the tag detail window, the Access Rights section allows:
Read PermissiorlJsers can only read the tag
Write PermissionUsers can write values to the tag.

Access rights IDs (e.g., Right2, Right5) are assigned to each permission field.

Etiket

Kullarimda

EtiketAd: KanalAdi
EtiketlD 0“ Kanah Suna Degistir: # None -

Formula

Tanim A brief description. .. Anahtar Kelimeler I:l
Techizat A custom equipmentn...

Glctilen Entiti e.g. temp, pressure. ..

Birim Adh e.g. centigrade, psi...

Konum Location coordinates

Erigim Haklari Dedisken

vama | | e s p

Figure 161 Defining Tag Access Rights

Examplelf Tagl has Read: Right2 and Write: Right5, users without these rights will neither see nor
change the tag in SCADA screens.
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11.3.3  Page Access Rights

T SCADA Design Page

If you want only specific users to access a SCADA page:

1 Go to the page properties and click the Access Rights field.
9 Select the access rights (e.g., Rightl, Right6) required to view the page.

¢tKAad RSIOSNX¥YAYySa

Kawar Yazi Fkle

Sayfa Ozellkleri m

Ozellik Defer
Sayfahdi Page
SayfalD 0
SayfaSirasi 0 El
SayfaTipi SkadaSekmesi ~
GeoGardndm 1
GeoMerkez 51.5,0,10
BaslangictaOlcekle | Yok ~
OzelSayfaBoyutu [ ]
SayfaGenigligi 250 s
SayfaViksekligi 150 S
ArkaplanResmi (%] I:l
Sayfalkonu (5] I:l

M

Erigirn Haklan

Figure 162 Page Access Rights

listed, and navigation links will not function.
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Note: Assigning an access right (e.g., Right5) to a user only gives that right to the user. To be effective,
the same access right must also be defined on each page or tag the user should access.

So, granting access rights alone is not sufficient. The same access rights must also be configured on
every relevant object (tag, page, or component).

11.4 Groups Tab
Users can be assigned to groups. Group definitions can be used to centrally manage access rights.

Dosya Dizenle Dil Yardim

group_id group_name = :

1 Administrators Grup Adi: |Guests
2 Operators = L
3 Guests Uyeler Grup Erigim Haklan
4 Reporters ) - o
5 Station1Users Tersine Cevir | Tumd | Hichiri |0
& Station2Users
T Station3Users i Er's""" laklan
8 StationdUsers 1 Right1
9 Station5Users 2 Right?
10 CustomGroupl X
1 CustomGroup2 3 Right3
12 CustomGroup3 4 Right4
13 CustomGroupd :
14 CustomGroup5 3 Right5
15 CustomGrouph & Right&
16 CustomGroup? 7 Right7
17 CustomGroup8 .
18 CustomGroup® 8 Right2
19 CustomGroup10 9 Right%
20 CustomGroup11 .
21 CustomGroup12 10 R!ghﬂﬂ
2 CustomGroupl3 1l Right11
23 CustomGroup14 12 Right12
24 CustomGroup15
25 CustomGroup16 13 Right13
26 CustomGroup17 14 Right14
27 CustomGroup18

15 Right15
28 CustomGroup19 !g
29 CustomGroup20 16 Right16
30 CustomGreup21 17 Right17
B3l CustomGroup22 .
32 CustomGroup23 18 Right13
33 CustomGroup24 19 Right19
34 CustomGroup25 .

20 Right20
35 CustomGroup26 !g
36 CustomGroup27 21 Right21
37 CustomGroup28 2 Right22
38 CustomGroup29 .
39 CustomGroup30 = Right23
40 CustomGroup31 24 Right24
41 CustomGroup32 .
42 CustomGroup33 = Right23
43 CustomGroup34 26 Right26
44 CustomGroup35 27 Rinht?7

Figure 163 Groups Tab

From the Member Groups section, a user can be added to one or more groups. Access rights assigned to
the group will automatically apply to all users in that group.
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11.5 Access Rights Tab

The Access Rights tab shows all access rights defined in the system. From here, rights can be named and
edited, but they are not assigned to users or groups from this screen.

Dosya Ddazenle DNl Yardim

right_id right_name
1 Right1
2 Right2
3 Right3
4 Right4
3 Rightﬁ-

: 7 Right7
8 Right2
9 Right
10 Right10
1 Right11
12 Right12
13 Right13
14 Right14
15 Right13
16 Right16
17 Right17
18 Right13
19 Right19
20 Right20
21 Right21
22 Right22
23 Right23
24 Right24
25 Right23
IR [P B S

Figure 164 Access Rights Tab
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12 SCADA Reporter Tool

The SCADA Reporter tool is used in Mikrodev SCADA projects to analyze, filter, export, and report logged
(recorded) data. This application does not monitor live data, it only operates on data previously

recorded in the SCADA system.

1. Scada Reporter

Proje  Ayarlar  Log Yonetimi

Mikrodev SCADA Reporter

e

HH Report
From

AlarmLoglari OlayLoglari Template

4

d \

EtiketLoglari

Mi¢ODEV"

Figure 165 Scada Reporter Tool
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12.1 Accessing the SCADA Reporter Application

The application can be launched from the SCADA Editor interface via Tools > Scada Reporter.

Josya Dizenle Pencere  Yardim
2 Bul. Ciri+K S
O ViewPLUS Client
L_- Sunucuyu Baglat
1 &  User Manager
¥

el "~ Data Manager

>~ @ Bilegen Yoneticisi
Eeees | ¥ Magtt Bridge Tool
@ Projeji Derle ve Yayinla

F  Download ViewPLUSClient Runtime
QPC Server Service 4

w  Etiket/Kanal Tamimlanmi Disa Aktar
. Etiket/Kanal Tanimlanni ige Aktar
ta Import Tags From Excel

» Kullamicilan Disa Aktar

~ Kullanicilan ige Aktar

Harici 4

Segenekler...

Figure 166 Launching the Reporter Tool

12.2 Main Interface

When the SCADA Reporter application is launched, the user is presented with four main categories:
Tag Logssed to view timebased logged tag values in the SCADA system.

Alarm Logslsed to view records such as the timestamp, status, and type of alarms occurring in the
system.

Event LogsUser interactions such as logins, value writings, and page entries can be monitored in this
section.

Report From Templatelsed to create reports using prefined filter templates.
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12.3 Top Menu Options

12.3.1  Project Menu
Connect to ProjectConnects to the SCADA database to be reported.

Options:Used to configure settings such as connection information and output file path.

Exit: Closes the application.

Kopyalama Sil  Yeniden Yeni Ozell

PSR 5 Ll d

|- Scada Reporter

Proje  Ayarlar  Log Yanetimi

Projeye Baglan
Secenekler

Cikig

Figure 167 Project Menu

12.3.2  Settings Menu

LanguageChanges the application language to Turkish or English.

b= Scada Reporter
Proje | Ayarlar  Log Yanetimi
oil » Tarkge

Ingilizce

Mikrodev SCADA Repo

Figure 168 Settings Menu

Note: The reporter tool must be restarted for this selection to take effect.
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12.3.3 Log Management Menu

Clear LogdJsed to delete recorded data from the system. This is permanent and should be used
carefully.

Backup Log<Creates a backup of the log data in the database.

b= Scada Reporter

Proje  Ayarlar = Log Yanetimi

Lolan Temizle

Loglan Yedekle

Mikrodev SCADA Reporte

Figure 169 Log Management Menu

12.4 Using Saved Filters via SCADA Buttons

Filters created in the ViewPLUS SCADA Reporter application can be accessed not only from the Reporter
interface but also via a button on the SCADA screen. This feature providdsiersgly access to
preconfigured report filters.

12.4.1  Saving a Reporting Filter
After applying a filter for any tag, alarm, or event log on the Reporter screen:
1 Click thé'Save This Filtébutton located at the top right.

7 In the window that appears, enter a name for the filter and dliti¢o complete the save
process.

The saved filter will appear in thi&aved Filterssection on the right panel.

144 ViewPLUS SCADRrogramming Manual



W, Scada Reporte - o =1
ETIKET LOGLARI
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Trend Grafigi
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254100
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S 1501 __» m
£ i
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i
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|
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04.06.25 04.06.25 04.06.25 04.06.25
15:30:00 15:45:00 16:00:00 16:15:00
Tarh

[/ |- tets

P~ Bulmak icin yazin (Ctrl+K)

Figure 170 Saving a Reporting Filter

12.4.2  Copying the Filter Link Address

1 Rightclick on the desired filter in the filter list on the right.
1 From the menu that appears, select "Copy Link Location" to copy the link to the clipboard.

Copy Link Location

Figure 171 Copying the Filter Link Address
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12.4.3

1 A button component is created in the SCADA Editor.

= =4 =4

link into the input field.

Assigning the Filter Link to a Button in SCADA Editor

After selecting the button, navigate to the "Events" tab in the bottoght panel.
Set the "Event Action” to GO_TO_LINK
In the lower section, check the Link checkbox (under Web), and paste the previously copied filter

ArkaplanResmi [%] | -
. =l ] hd
Nesne Ozellkleri m
Property Deger A
v olaylar
i FareTusunaBasild d
Olay Aksiyonu BAGLANTIVA_GIT I ~
Hedef Olay Et... |,/ |-1 | &
Sayfaya Git Page ] Alarmlan Ga|_| CloseThisWi

ion_|
Baglant: Ekle
(Web)Link
|Va|ue": "0t L "viewMethod": 0, “viype': 11}
v

Figure 172 Assigning a Filter Link to a Button

Now, when the user clicks this button on the SCADA screen, the report window defined with the
corresponding filter opens directly. This method:

Accelerates operational reporting,

Provides easy access to frequently used reports,

Reduces user errors and complex interface interactions.
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13 ViewPLUS SCADA Data Manager

In the ViewPLUS SCADA system, the Data Manager is a management tool that provides archiving,
backup, data deletion, and organization functions to maintain ‘e system efficiency.

The Data Manager is launched from the Tools tab in the main SCADA interface.

Dosya Dazenle Pencere  Yardim

Bul...

ViewPLUS Client
N ‘

Projeler

Etiket Kanal Editora

Ctrl+K

Sunucuyu Baglat
User Manager
Scada Reporter
@  Bilesen Yoneticisi
¥  Magtt Bridge Tool
@ Projeji Derle ve Yayinla

L]
a8
7]
&
ol

& Download ViewPLUSClient Runtime

»  Etiket/Kanal Tanimlarini Diga Aktar
~ Etiket/Kanal Tanimlarini ice Aktar
Import Tags From Excel

13
=

= Kullanicilan Diga Aktar
,:. Kullanicilan igeAk‘tar

Segenekler...

OPC Server Service 4

Harici L4

Fﬂ

Figure 173 Launching the Data Manager

When the Data Manager window opens, two main functions are displayed on the main screen:

f Archiving Archiving of old data.

1 Backup Backing up the entire database.
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"%, ViewPLUS SCADA DataManager v1.0.0 - denemeeee Database - m} X

Proje  Ayarlar

A Data Manager

Archiving Backup Remove Data Edit Data

Figure 174 Data Manager Main Screen

148 ViewPLUS SCADRrogramming Manual



13.1 Archiving Process

Clicking the Archiving option opens the archiving screen. On this screen, the temporary folder, database
path, and archive date are specified.

"%, ViewPLUS SCADA DataManager v1.0.0 - denemeeee Database — [m] *
Proje  Ayarlar
] Data Manager
Temp Data Folder... ‘C:,'UsErsfmihodevIADpDamﬂ.nalﬁemp ‘

DB Bin Path,.. [ |

Clear Archived Data From Log Database

Archieve Data Older Than ‘ 11.03.2025 08:32 e Start Archiving

Clear

Figure 175 Archiving Screen

Temp Data FoldefThe location where temporary data is stored.

DB Bin PathThe path where the database executables are located.
Example Path: C:/Program Files/PostgreSQL/13/bin

Clear Archived Data From Log Databa$echecked, archived data will be deleted from the main
database.

Archive Data Older Thamll logs prior to this date will be archived.

Start Archivinginitiates the archiving process.
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Proje  Ayarlar

# Data Manager

Temp Data Folder... ‘C:,'UsErsfmihodevIADpDamﬂ.nalﬁemp ‘

| DB Bin Path... |c:/Program Files PostoresqL/13bin | |
[] Clear Archived Data From Log Database

Archieve Data Older Than | 11.03.2025 08:32 | Start Archiving

Figure 176 Selecting Bin Folder for Archiving Process

If the Clear Archived Data From Log Database option is checked, a warning will appear asking whether to
delete the logs after archiving has started.

*%, DataManager *

SCADA Data Manager

Would you delete archived logs from rmain
database?

o | (o]

Figure 177 Warning Message for Deleting Logs After Archiving

1 OK Deletes the archived logs from the main database.
1 Cancel Keeps the logs in the main database.

After the archiving is completed, a message sayAtrighiving completed"will appear.
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%, ViewPLUS SCADA DataManager v1.0.0 - denemesee Database — [m] *®

Proje  Ayarlar

A Data Manager

Temp Data Folder... ‘C:,ﬁUsars,fmﬂcrodavlﬂppDaBﬂ.ualﬁemD ‘

DB Bin Fath... e /Program Files/PostoresqL/13/bin |
[] clear Archived Data From Log Database

Archieve Data Older Than ‘ 11,03.2025 08:32 w Start Archiving

F FIISTIED T COMTara LT, EXTCO0E U, EXISE s O

# & Transferring tag_log_agrmonth to archive completed...
=

# 7 Dumping tag_log_agryear started...

# [11-06-25 08:50:53] "C:/Program Files/PostgresQL/13/binfpsql” -h localhost -U postgres -p 5432 - "\COPY (SELECT
tag_log_agryear_id,tag_id,data_avg,data_sum,data_max,data_min,data_median logtime logdate,median_logtime, samplecount FROM logs.tag_log_agryear WHERE logtime < 1741671163319) TO 'C:/Users/
mikrodev fAppData Local [Temp/archive-metadata_12.dat’;” denemeeee

# ProcessStateChanged: 1

# ProcessStateChanged: 2

£

#COPY O

# ProcessStateChanged: 0

£

# Finished: Command 12, ExtCode 0, ExitStatus 0

# 7Dump tag_log_agryear finished...
#

# 7 Transferring data to archive...

# [11-06-25 08:50:53] "C:/Program Files/PostgreSQL/13/binfpsql” -h localhost U postgres -p 5432 - "\COPY logs. tag_log_agryear FROM 'C: /Users/mikrodev fAppData/Local {Temp/archive-metadata_12.dat;™
denemeeee_archive

# ProcessStateChanged: 1

# ProcessStateChanged: 2

£

#COPY O
# ProcessStateChanged: 0
£

# Finished: Command 13, ExtCode 0, ExitStatus 0
# 7 Transferring tag_log_agryear to archive completed. ..

#
# Archive process completed... W

Clear

Figure 178 Archiving Completed Message

A new archive database is created, for example: denemeeee_archive

> = denemeee1212

v = denemeeee
» ¥ casts
» % catalogs
» [T} Event Triggers
¥ % Extensions

] Foreign Data Wrappers
Languages

> € Publications

» % Schemas (2)

» ) Subscriptions

» =¥ denemeeee_archive

Figure 179 Resulting Database After Archiving

Archived logs can be viewed from this database.
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